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— BT BPENL.

A4 GB/T 32918 B4 4 T4y,

ABWAHHB GB/T 1.1—2009 B H AN EE,

APLHERELDERRRESR.

AR HEEFELLEREAEARZR S (SAC/TC 2600 HO.,

AMABRERA . AFREREFRAHEEFRAE PEHARBHEGRIBRXE . FEAEEHES
BRERPHIREEFTPL.
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BlcE AR RAARTRE KBHR

2 M AxXH

THISCHEX FAA IR AR DA A FLRE BI85 X, U BB RAER T4

o JURATE B MBI AXH, RET A (BEFF N B SRR BERTAIM.

GB/T 32918.1—2016 {EEZ4HA SM2HRAMAANFAFTHEEE $£1H4H. 80
GB/T 32905—2016 fgREZL2HEAR SM3 FHREBR

3 REMEBXY

3.1

3.2

3.3

TRIARBEMESGERTAE.

MEFE secret key
AEEEEHPRENF AN R A ANEN—FHEA.

45 message
EEERKEMHLES,

BEATRESRYE  key derivation function
BEERTHEBENRTAAEHEMSE A -1 RE T HERERAR R

4 HSEME

TS A gRugiEE T A,

A, B FRAHEBRAZENHAAI.

ds FIF BRFH.

E(F) F,bEWEAMRE WFAEFES(BEXIFER OHABENESR.
F, B8 ¢ M TENARE,

G WEHMEN—NELHB AR

Hash O HBHBRBEE,
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KDF(O HBHIRERE.

h KHET,h=# E(F)/n,Ed n BEEG K.

M finEMEER.

M BEEINEL.

n EEGHHGEAEFIHERT),

O HEMLE LN — R E RIS E S SF A, W E R kB 8 AT,

P: HP BHMAH.

g HRE F,PuEHHEE.

ab F,HRMTE,EfI@X F, LH—&MEAMZE.

zlly z 5y W,y BHFEREZNSH,

(k1P WEMLER P Bk f%ﬁ,ﬂ[l,[k]P=P+Pk-|/-\---+P,k RIEEH.
i

[z, y] AFREFTz BDTHRETy HEBERWES.

[z] TiR¥E,. KRFREFTF =z WBR/NEHR. #W,[71=7,[831=09,

ly] K&EH,/DNTHET « WEEH. #lm, 7]=7,08.3]=8,

# E(Fp) EWFDESKEHE, RAMBEME E(F)NE.

5 HEBUEHDHER

51 £RiR

AGMEF LR R R E R BEEE WA TR N R % %3, BWE B C 88X 2 i % 3
AT L R BES .

52 HEH#MKRESH

WEHEZRESHEREERR F, WK (Y q = 27, FEBEXEEZSENRANL L LR
R) ;8 UHHE MR EF)NHBHFATE a.b eFEF) FRIEX G=(z,, yo) (G#O),Hif
z, My, B F,PRITEANITE ;G W n REMATRTAN - BRETL 5.

WRMEZRESH LR HLBIFNAFA GB/T 32918.1—2016 55 5 EMHE .

53 ARz

AP BHEAMGERLRSA d,MAH P,=[ds1G.
RAPZEAMNERBEESAHARIER KNS GB/T 32918.1—2016 % 6 EHHE .

54 HBHEY

5.4.1 #E#

FHEARENHEHEAANMFEED R =R R EBREBEE FHRE BB MEIER
A, X=ZRHPRBHRFEERZMNEEERNE L%,

542 ERFEEZL
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543 EHARESRY

FHRERPHOEREN A {XEHRFLERPREHEARE. EXADRIR T HHR

ERPEREFEARRIIRAZNRE LTS L, AP AR SEFARE— P MERTHEH
BAE.

FHREBRFERAEBRERE.
BEBMEREN H, O, HREREKERN v LIFHREME,
FHIREBE KDF (Z, klen) .
AR Z,BY e RARERBHFARENI R RE, ERZEDTFC¥—Dol,
W KER Rlen HEFARBEHEP K,
a) WL —A 32 AR R A THEES £ =0x00000001;
b) Xfti M13 [klen/v WAET:

1D #H%E Ha,=H,(Z|ct);

2) ctt++;
¢) #klen/v BEH,% Ha! tunr = Haruma »

B4 Ha! tyesa A Haguen BZEH B (klen— (v X[ klen/v ) i
d) 4 K =Ha, “ Ha, || - “ Ha yen/i1 | Ha! [klen/v] o

5.4.4 BEVI¥ K4S

AHAMECEREREDEERRMENEIN B L ER.

6 MBEEZERRE

6.1

mBEZ

BEEREXENWHENLIES M, klen IM WHRKE.

AT XS M #ETmE  EAMBEENAF ANEKHALUTEELRK.:

A IRV R AR AR ke [1, n—1];

A HBEMBEIMRESR Ci=[2]G=(z,, 1), GB/T 32918.1—2016 # 4.2.9 1 4.2.5 K H K

oW COH BRI BN LR 8

A HEREMELR S=[r]P:, & S RILF LA, NMsEHBH;
A HEBBEMESERIPs=(x,, v.),3% GB/T 32918.1—2016 1 4.2.6 #1 4.2.5 & 9 H &, %

AR oy MBI R BB N RS

As: 18 t=KDF(z,lly, klen) , & t Jg4 0 LEEH MR E A, ;
As:iHE C,=MOD:;

A;:11%® C;=Hash (z,[M|y;);

A BIEX C=C,|C,IC,,

X MEIBRMRASLER A,

6.2 MTEHEHZERR

mEREERELAL
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AR AR
(EBRRESE. KN LSHME, AP,

B FEmNS e, n-1]

!

#o: MBI RN O, =[£1G=(x,»1)

B3 HEREAMRR S=[1]p,

<o >t

B

278 ﬁ‘ﬁ[k]Pg':(“Q Y2 )

53 W r=KDF (xally,, kien)

tREL0
=
He: R Cy=Me1
BIH: WL Cy=Hash (x| M 1| 35)
85, MUEX C=C,||Ca |G, BB
Bl mMBEERE
7 BEBEZERE
7.1 EFE*
& klen REXH C,HHEKE.

ATHEX C=CC,IC, #fTME AMEENH BULAUTERLR.
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Bl: )\ C B 4% C,, % GB/T 32918.1—2016 H 4.2.4 #1 4.2.10 AH M55, % C lEIER
RBHB AR ML L& RIEC, REHEMAME TR, EAMENREIFB L ;

B2: HEMBEMBE S= [h]C,,% S BIFE &, MMEEIHR

B3:H#&[ds]C,=(x,, y,) 4% GB/T 32918.1—2016 1 4.2.6 M 4.2.5 A B H L K BIF 2, .y,
RBIRR B R LR ; :

B4:1+8 t= KDF (z, ||y, klen) , % ¢ 34 0 LLFF &, MIMEEIFR 4

B5: M C sPEUH e fF & C, yHE M=C,Dr¢;

B6:3 % u=Hash(z, |M'[ly,) s A C PEUB L& Co o 5 w#Cs, MBI ;

B7. X M,

. MELRARAS LR A,

7.2 BEHZRE
BEFERBRLE 2.
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F BRI
(MEHRRESH. BX C=C,||C5IC; . ¥ ds)

|15, NEXHERMC,

RiECy REW R BRI

BLP: WEREBRKS=[1r]C,

B3 WHdp] Cr=(2.13)

B4 WE t=KDF (x1| ¥y, Men)

1 RERQ

=

Ho5d: R M'=C,01

#|ep: I u=Hash (x2 || M'|| ¥2)

B BHBT M

B2 MEHERE
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B R A
(HRHER R
HEMBRE R

Al &R

AWt FHE A GB/T 32905—2016 AN EHREEL HAARKENT 2 HHELLES. Bl
BEEN 256 AP ZEBE 180 Hauss ().

M EP A A 16 HRRROE EHAE AL B REA

AWk, B3R A GB/T 1988 4wiH,

A2 F, FHE & HBNBE

WRMEFBN =2+ azx+ b

R 1.F,-192

#¥ p.BDB6F4FE 3ESBIDSE 0DASCOD4 6F4C318C EFE4AFE3 B6B8551F
%% o .BBSESESF BC115E13 9FE6A814 FE48AAA6 FOADA1AA 5DF91985
F ¥ 5:1854BEBD C31B21B7 AEFCS80CAB OECDI10D5 B1B3308E 6DBF11C1
HEEGC=(z5, yo)  HBiEH n,

%ﬁxG:4AD5F7O4 8DE709AD 51236DE6 5E4D4B48 2C836DC6 E4106640

A ER ¥;:02BB3A02 D4AAADAC AE24817A 4CA3A1B0 14B52704 32DB27D2
Bt n:BDB6F4FE 3ESBIDSE 0DASCOD4 OFC96219 SDFAE76F 56564677
£FInFKE B M encryption standard

HE MB 16 griElF Az 656E63 72797074 696F6E20 7374616E 64617264

FHé d,:58892B80 7074F53F BF67288A 1DFAA1AC 313455FE 60355AFD
KA P, =(xy, y) H:

MER x,: T9FOA954 7AC6D100 531508B3 0D30A565 36BCFC81 49F4AF4A
BIR v AE38F2D8 890838DF 9C19935A 65A8BCC8 994BC792 4672F912
mESEFRPEERME:

P BEMLEL £:384F3035 3073AEEC E7A16543 30A96204 D37982A3 EI15B2CBS
HHEMEMRKE C,=k]G=(z,, y,):

47 z, :23FC680B  124294DF DF34DBE7 6E0C38D8 83DE4D41 FAODACFS

S %R y, :70CF14F2 O0DAF0C4AD 777F738D 16B16824 D31EEFBS DE31EE1F
EWCHEAXREHFHRAER aBREFTEAERX N PClz, |y, HF PC HR—-FFHPC=04,{32K C,.
HHEBREMERA(e]Ps=(z,,y,):

bR x, .57E7B636 23FAESF0 8CDA468E 872A20AF A03DED41 BF140377
#47 y,:0E040DC8 3AF31A67 991F2B01 EBF9EFD8 881F0A04 93000603
HE M B HIFRE klen=152

i+# t=KDF (z, ||y, sklen) :046B04 A9ADF53B 389B9E2A AFB47D90 F4D08978
HE C,=MOP: 610567 DBD4854F 51F4F00A DCCO01CFE 90B1FB1C

8 C;=Hash(z, | Mlly,):

z, I Mily,:

S7TE7B636 23FAESF0 8CDA468E 872A20AF AO03DED41 BF140377 656E6372 79707469
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6F6E2073 74616E64 6172640E 040DC83A F31A6799 1F2B01EB F9EFD888 1F0A0493

000603

C;:6AFB3BCE BD76F82B 252CES5EB 25B57996 86902B8C F2FD8753 6ES5EF76 03BO9E7C

BWEEX M=C,|Cs]|C; -

04 23FC680B 124294DF DF34DBE7 6E0C38D8 83DE4D41 FAODACFS 70CF14F2 ODAF0C4AD
777F738D 16B16824 D31EEFB9 DE31EElIF 6AFB3BCE BD76F82B 252CESEB 25B57996
86902B8C F2FD8753 6ES5EF76 03B09E7C 610567DB D4854F51 F4F00ADC CO1CFES0
B1FB1C

BESSPRPRERME:

THEHBEMERR[d:]C = (z,,5,):

IR x, :57E7B636 23FAESF0 8CDA468E 872A20AF AO03DED41 BF140377

A BR y,:0E040DC8 3AF31A67 991F2B01 EBFIEFDS 881F0A04 93000603

3 t=KDF(z, ||y, klen) :046B04 A9ADF53B 389BYE2A AFB47D90 F4D08978

HE M =C,P:r :656E63 72797074 696F6E20 7374616E 64617264

8 w=Hash(z,M'lly, ):

6AFB3BCE BD76F82B 252CESEB 25B57996 86902B8C F2FD8753 6ESSEF76 03B0OSE7C

Bi3c M'. 656E63 72797074 696F6E20 7374616E 64617264, B4 :encryption standard

=Bl 2.F,-256

E¥ p:8542D69E 4C044F18 E8B92435 BF6FF7DE 45728391 5C45517D 722EDB8B 08F1DFC3

E® a.787968B4 FA32C3FD 2417842E 73BBFEFF 2F3C848B 6831D7E0 EC65228B 3937E498

E¥ b.63E4C6D3 B23B0C84 9CF84241 484BFE48 F61D59A5 Bl16BAOGE 6E12DIDA 27C5249A

HEEG=(zs» yo)  HHiEHn.

%3 z. :421DEBD6 1B62EAB6 746434EB C3CC315E 32220B3B ADDSOBDC 4C4E6C14 7FEDD43D

&35 vy, :0680512B CBB42C07 D47349D2 153B70C4 ESD7FDFC BFA36EA1 A85841B9 E46E09A2

Brn: 8542D69E 4C044F18 ES8B92435 BF6FF7DD 29772063 0485628D S5AE74EE7 C32E79B7

HmE AT E M encryption  standard

HE M 16 #EIF+R 656E63 72797074 696F6E20 7374616E 64617264

40 ds:1649AB77 A00637BD 5E2EFE28 3FBF3535 34AA7F7C B89463F2 08DDBC29 20BBODAO

N P3=(IB,yB):

iR x5:435B39CC  ABF3B508 C1488AFC 67BE491A OF7BAO7E 581A0E48 49AS5CF70 628A7EOA

45 y5:75DDBA78 FISFEECB 4C7895E2 CICDFSFE 01DEBB2C DBADF453 99CCF77B BAQ76A42

B s 2 Ll ok S

P BEVLE & :4C62EEFD 6ECFC2B9 5B92FD6C  3D957514 8AFA1742 5546D490 18E5388D 49DD7BAF

HEMEBRR Ci=[k1G=(z,,y,):

AR x, :245C26FB  68B1DDDD B12C4B6B F9F2B6D5 FE60A383 B0D18DIC 4144ABF1  7F6252E7-

MR y,:76CB9264 C2A7ES88E 52B19903 FDC47378 F605E368 11F5C074 23A24B84 400F01B8

EW COEARERNERER, ABERRFWHMNERN PClz, |y, Hf PC HA-FFHPC=04,14i2k C,.

HEHBRHR KA ]Ps=(z,,y,):

4R z,.64D20D27 D0632957 F8028C1E 024F6B02 EDF23102 A566C932 AE8BD613 AS8E865FE

At vy, :58D225EC  A784AE30 0A81A2D4 8281A828 EICEDF11 C4219099 84026537 5077BF78

HE M KRR B klen=152

HH t=KDF(xz, |y, klen) :006E30 DAE231B0 71DFADSA A379E902 64491603

HE&E C,=M@P: :650053 A89B41C4 18BOC3AA DO0D88SC 00286467

HH C;=Hash(z, M| y,):

z, IMly,:

64D20D27 D0632957 F8028C1E 024F6B02 EDF23102 AS566C932 AE8BD613 AS8E865FE

656E6372 797074696 F6E2073 74616E64 61726458 D225ECA7 84AE300A 81A2D4382
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81A828E1 CEDF11C4 21909984 02653750 77BF78

C;:9C3D7360 C30156FA B7C80A02 76712DA9 D8094A63 4B766D3A 285E0748

0653426

ﬁftﬂ%‘)‘cC=C1IIC3IICz:

04 245C26FB 68BIDDDD B12C4B6B F9F2B6D5 FE60A383 BODI18DIC 4144ABF1  7F6252E7
76CB9264 C2A7ES88E 52B19903 FDC47378 F605E368 11F5C074 23A24B84 400F01B8
9C3D7360 C30156FA B7C80A02 76712DA9 D8094A63 4B766D3A 285E0748 0653426D
650053A8 9B41C418 BOC3AADO 0D886C00 286467

R & B A

HAEMBEMRR[ds1C, = (2,,5,):

AAR z,.64D20D27 D0632957 F8028C1E 024F6B02 EDF23102 AS566C932 AESBD613 ASE865FE

47 z,:58D225EC  A784AE30 0A81A2D4 8281A828 EICEDF11 (4219099 84026537 5077BF78

HH t=KDF(x, |y, »klen) :006E30 DAE231B0 71DFADSA A379E902 64491603

HE M =C,Pr:656E63 72797074 696F6E20 7374616E 64617264

HE u=Hash(z, 1Ml y,):

9C3D7360 C30156FA B7C80A02 76712DA9 DB8094A63 4B766D3A 285E0748 0653426D

B M'., 656E63 72797074 696F6E20 7374616E 64617264,R0% ;encryption standard

A3 F» bHE & H BN

BREBMEFER vy tzy=x"t+az’+b

Rl 3: Fm-193

HIBERETRN "+ +1

g& a0

E¥ b5:00 2FE22037 B624DBEB C4C618E1 3FD998B1 AI8EIEE0 DO05C46FB
ERG=(zg5,y5) HHridH n.

A BR x;:D78D47E8 5C936440 71BCI1C21 2CF994E4 D21293AA DB060A84

43R y.:615BIE98 A31B7B2F DDEEECB7 6B5D8755 86293725 FID2FCOC

B 7:80000000 00000000 00000000 43E9885C 46BF45D8 C5EBF3Al

e imEf7E B M encryption standard

HE Mpy 16 ﬂfﬁ]ﬁif\‘;GSGE63 72797074 696F6E20 7374616E 64617264

FAg d,:6C205C15 89087376 C2FESFEE E153D4AC 875D643E B8CAF6CS

P8 Py=(zg,y3):

A ER z5:00 E788F191 (5591636 FA992CE6 7CDC8D3B 16E4F4D4 6AF267B8
4R y,:00 BDGE7ESE 4113D790 20ED5A10 287C14B7 A6767C4D 814ADBFD
ik Ll i

P BEHLE £:6E51C537 3D5B4705 DCY9BI94FA 9BCF30A7 37ED8D69 1E76D9F0
HEMBEMESR Co=[k]1G=(z,,y,):

BFR z,:00 95A8B866 7ACF097F 65CE96EB FES3422F CF15876D 16446B8A
M#% y,:01 7AIEC7CO BABODE07 0522311E 75CD31C3 C4D74150 ES4E0A95
EWCHRAREGHERER, SBERRFETBMERN PClx, |y, B PC HE-FFHPC=04,{H2 K C,.
HEHBEMRE(RIPs=(z,,y,):

¥R z,:01 C6271B31 F6BE396A 4166C061 6CF4A8AC DASBEF4D CBF2DD42
%R v,:01 47AF35DF AlBFE2F1 61521BCF 59BAB835 64868D92 95881735
HEMALEKE klen=152

8 t=KDF(xz, |y, ,klen) :BCSFOD 50F2B2BC F2DC3027 O0BAA5249 3B8A67A4
HE C,=M@P::D9I316E 228BC2C8 9BB35E07 78DE3327 SFEB15CO
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¥ Cy;=Hash (x: IMly2):

z: Ml y::

01C6271B 31F6BE39 6A4166C0 616CF4A8 ACDASBEF 4DCBF2DD 42656E83 72797074 696F6E20

7374616E 64617264 0147AF35 DFAIBFE2 F161521B CF59BABS 3564868D 92958817 35

C,:FOA41F6F 48AC723C ECFC4B76 7299A5E2 5C064167 9FBD2ZD4D 20E9FFD5 BY9FODABS

mfﬂ%ic=cluca|lcz:

04 0095A8B8 667ACF09 7F65CE96 EBFES53422FCF  15876D16  446B  8A017AlE  C7C9BABO
DE070522 311E75CD  31C3C4D7  4150E84E  0A95F0A4 1F6F48AC  723CECFC  4B767299
ASE25C06 41679FBD 2D4D20E9 FFD5SBSF0 DABSDS31 6E228BC2Z  C89BB3SE  0778DE33
275FEB15 C0

BEESEPRERM:

HEHBHBRE[d,1C.=(z,,y,):

M %R z,.01 C6271B31 F6BE396A 4166C061 6CF4A8AC DASBEF4D CBF2DD42

M4 y,:01 47AF35DF A1BFE2F1 61521BCF 59BAB835 64868D92 95881735

% t=KDF(z, |y, klen) :BCSFOD 50F2B2BC F2DC3027 O0BAA5249 3B8A67A4

HE M =C,0: .656E63 72797074 696F6E20 7374616E 64617264

8 u=Hash (z, IM'lly,):

FOA41FSF 48AC723C ECFC4B76 7299A5E2 5C064167 9FBD2D4D 20E9FFD5 BYFODABS

B M',656E63 72797074 696F6E20 7374616E 64617264, H) % :encryption standard

SR 4, Fpm —257

EBARETAN "+ +1

%ﬁazo

E¥ .00 E78BCD09 746C2023 78A7E72B 12BCE002 66B9627E CBOB5A25 367ADIAD 4CC6242B

ERGCG=(zy, y5) - HHIBHn,

AAF ,:00 CDBICATF 1E6B0441 F658343F 4B10297C OEF9B649 1082400A 62E7A748 5735FADD

4R y,:01 3DE74DA6 5951C4D7 6DC89220 D5F7777A 611B1C38 BAE260B1 75951DC8 060C2B3E

Br n:7FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF BC972CF7 E6B6F900 945B3C6A 0CF6161D

HFmHEBIEE M encryption standard

ME M #1641 R . 656E63 72797074 696F6E20 7374616E 64617264

4 d,:56A270D1 7377AA9A 367CFA82 E46FA526 7713A9B9 1101D077 7B07FCE0 18C757EB

BEP,=(xy ,y5):

BHF 2,:00 A67941E6 DESA6180 SF7BCFF0 985BB3BE D986FIC2 97E4DS8S 0DS2B821 C624EES7

BER y5:01 93EDSA67 07B59087 81B86084 1085F52E EFA7FE32 9A5C8118 43533A87 4D027271

ME &L A XM

P BEMLE . 6D3B4971 53E3E925 24E5C122 682DBDC8  705062E2 0B917A5F SFCDBSEE 4C66663D

HEBREMES Ci=[k]G=(z,,y,):

&4 £, :01 9D236DDB  305009AD 52C51BB9 32709BD5 34D476FB B7BODF95 42A8A4D8 90A3F2El

&4 y,:00 B23B938D COA94DID F8F42CF4 5D2D6601 BF638C3D 7DE75A29 FO2AFB7E 45E91771

EN COEAREHEMBRAER  AEBRRFTRPERN PCllx, |y, . P PC HE-FFHPC=04,{5EH C,.

HEMBAMAE R LIPs=(z,,y,):

47 x,:00 83E628CF 701EE314 1E8873FE 55936 ADF 24963F5D (C9C64805 66C80F8A 1D8CC51B

4R y,:01 524C647F 0C0412DE FD468BDA 3AEOE5A8 OFCC8F5C 990FEE1l 60292923 2DCD$F36

HE M E R blen=152

% t=KDF(z, |y, klen) :983BCF 106AB2DC C92FSAEA C6C60BFZ 98BB0117

8 C,=M@: .FDSSAC 6213C2A8 A040E4CA B5B26A9C FCDA7373

HHE Cs=Hash(z, M| y,):

z, | Mlly,:

10
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0083E628 CF701EE3 141E8873 FE55936A DF24963F 5DC9C648 0566C80F 8A1D8CC5 1B656E63

72797074 696F6E20 7374616E 64617264 01524C64 7F0C0412 DEFD468B DAS3AEOE5S A80FCCSF

5C990FEE 11602929 232DCD9F 36

C;:73A48625 D3758FA3 7B3EAB80 E9CFCABA 665E3199 EA15A1FA 8189D96F 579125E4

BHEX C=CiCsIC.:

04 019D236D DB305009 ADS52C51B  B932709B D534D476 FBB7BODF  9542A8A4  D890A3F2
E100B23B 938DCOA9 4D1DF8F4 2CF45D2D 6601BF63 8C3D7DE7 5A29F02A  FB7E45E9
177173A4 8625D375 8FA37B3E ABSOESCF CABA665E 3199EAl15 AlFA8189 D96F5791
25E4FD55 AC6213C2 AB8A040E4 CAB5B26A 9CFCDA73 73

BESLRPHEXME:

HEMBEMERdeIC = (z,,5,):
AER z,:00 83E628CF 701EE314 1ES8873FE 55936ADF 24963F5D (C9C64805 66C80F8A 1D8CC51B

4R y,:01 524C647F 0C0412DE FD468BDA 3AE0E5A8 OFCCSF5C 990FEE1l 60292923 2DCD9F36

$+% t=KDF(z, || y, klen) :983BCF 106 AB2DC C92FSAEA C6C60BF2 98BB0117

HE M =C, Dt .656E63 72797074 696F6E20 7374616E 64617264

& u= Hash (z, || M' || y,): 73A48625 D3758FA3 7B3EABS0 ESCFCABA 665E3199 EAISAIFA
8189D96F 579125E4 ’

BAC M'. 656E63 72797074 696F6E20 7374616E 64617264, 1% .encryption standard
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