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3.1

FRiBEF  identifier
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3.2

Y3HIEFH  public key certificate

B 7 A B0 S ARy By 09 BT R A BT B k) L R A R S =0 TR LA A 4 1Y
HEM] AR B RE EZB 8 CRMA R, ME GERSA S B0 A AT hidma
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SEIE IS L WA LR Gk 3 70 A [R] 3240 2 1] 47% i B ] L O 1t ot
3.4
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BASEG4  FF 17~ i ) B 45 5% 350 S ] BLSE A i) 4 it £ 1)
CBC #4552 85 #E 5 20 (Cipher Block Chaining)
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CFB % v imti= (Ciphertext Feedback)

CRL iEf 5% 2 (Certificate Revocation List)

DER ¥ 25 S B L o B — 4~ ASNL1 28R il 5 e — 1 2 615 07 2
ECB  H 4445 3K (Electronic Code Book)

MAC 8 E[n'f:ﬁ-iﬂf.‘fﬂr(Mc:aﬁﬂgc Authentication Code)

OCSP  fE2EUE A5 P (Online Certificate Status Protocol)
OFB 0t B2 w45 28 (Output Feedback)

OID A2 FriIRAF (Object Identifier)

PEM  BaRA 1S 5 B 11 B 1 B SE A9 TIE 5 2t 5 4 X

PKI 2836k i% i (Public Key Infrastructure)
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6.2 HiE#RIR
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SGD SM1_CBC Ox00000102 SM1 B CBC s 8L =L

L3
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SGD_ZUC_EIA3 Ox00000802 ZUCH M zZ5e e EH I 128-E1A3 B
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F* 2 EXNHMEBEZEMFIR
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SGD SM9 1 0x00040200 SMY $t 5% A ik
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U AR AR X B A R R TR A AR R AT R AR 0] B

6.2.3 EHFEHEEIRID

W A R R AR IR ] DLTE T 20 18 51 ol 5 MAC I 5 H 0T L5 AE GF BR300 i A Lk AT
“ol s 8RR 5 A s A A B AT A i e AL B A

W A R A A ) S BRI Ay IR B s A LB 0 RS T A /ORI A L LB 8 B 5
31 {52 A 0. {5 an .
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YEZDEM BT LR RN, o] Y e IE 2R .

WA BRI ER 3 s,

R 3I BHHFEEHEANRIR

i %% P iRLAT HBLY
SGD SM3 0x00000001 SM3 Ze ik
SGD _SHAI1 0x00000002 SHA 1 B4k
SGD_SHAZ256 0x00000004 SHA_256 4441
0x00000008 ~0x000000FF oy H Al % 65 4% 5 B T AR

OB T 2 B B LR B T L

6.2.4 EHEEHFRID

AR PRRTE T T AU 2 24 B T .

B A LT PR R G R ) Ay MR B L 5 0 A NS T T RN A A A VS 8 RIS 31 AV
e AE X B 6 8 ik L 46

SGD SHAT RSA 0000 0000 0000 0001 0000 0000 0000 0010 (0x 00 01 00 @J

B AT PR IR AN R 4 iR,
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SGD SM3 RSA 0x00010001 HF SM3 B i1 RSA B EZ

SGD SHAT RSA Ox00010002 B SHA 1 535 RSA 8k % 2
SGD SHAZ256 RSA Ox00010004 7 SHA_ 256 FiL Ml RSA Bk 4% 4
SGD_SM3_SM2 0x00020201 T SM3 Bk SM2 B 2
SGD_SM3_SMyY 0x00040201 B SM3 Bk SMY B A8 2

Ox00080000~0x800000FF"

Ay H Al 5 % 24 Tk R
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6.3 HIEIRID
6.3.1 #iEzR

B 228 30T 78 PKI SR T 250 b of ob FH 21 a9 B0k 2R PR 25
RO S R b 8 19 5 SN2 5 .

*5 HEEEGFE
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SGD CHAR 8 i . H TS5 T4F
SGD O INTS 8 07 AT S R
SGD _INT16 16 i . 775 58
SGD_INT32 32 1 AR
SGD_INT64 64 v . A1 5 B E
SGD UCHAR 8 if . LA 5 T 4F
SGD_UINTS 8 i . JOFF ' B 4k

SGD_UINTILG

16 fif . AT 5 4 8

SGD_UINT3E

32 i O S R

SGD UINT64

SGD RV
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O S PR B SR R G )

SGD_BOOL
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6.3.2 HWIEE=ERIN
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Fx6 BEF=ERIR
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fii 2l B
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6.3.3 @ AHENRIRIR

E SCH B9 77 fiff 28 A% i el 2 m] BB T 20X B R AR B R IR R SR AT BT A bR L LAORIE B bR R SURERE
SRR A AT 1 A Y Ak B

3 R 0I5 T B S B R0 Ay s AR 058 67, 55 0 (B 7 R AR B R m e, S5 8 (i 1,53
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SGD_USER_DATA 0000 0000 0000 0000 0000 0001 0001 0111 (0x 00 00 01 17)

A R A L R B R SCINR 7 BoR .

x7 BEREBENRIEIR

i 45 i LA KB
SGD KEY INDEX 0x00000101 RS
SGD SECRET KEY 0x00000102 R
SGD PUBLIC KEY SIGN O0x00000103 e
SGD PUBLIC_ KEY ENCRYPT 0x00000104 1N 2 4
SGD PRIVATE KEY SIGN 0x00000105 ey N
SGD _PRIVATE_KEY _ENCRYPT 0x00000106 hn s AL
SGD KEY COMPONENT Ox00000107 B
SGD_PASSWORD 0x00000108 14
SGD PUBLIC_KEY CERT 0x00000109 o R
SGD ATTRIBUTE CERT Ox0000010A F Pk A3
SGD_SIGNATURE_DATA Ox00000111 WP EA
SGD ENVELOPE DATA 0x00000112 R EE)
SGD RANDOM DATA 0x00000113 biti #IL %
SGD PLAIN DATA 0x00000114 A SR ls
SGD CIPHER DATA 0x00000115 Rl
SGD DIGEST DATA 0x00000116 i 2B
SGD USER DATA 0x00000117 H P &
0x00000118~0x000001FF oAy Al B 418 4F 22 70

C o A R X G R A AR TR A R A T S
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SGD EXT KEYUSAGE INFO 0000 0000 0000 0000 0000 0000 0001 0011 (0x 00 00 00 13)

L5 fife A 0B AT E L3R 8 Bz

= 8 IEPBMEATIIFRIA

Fr 4% FRiR AT fily ik
SGD CERT _VERSION (x00000001 iF 15 K 4=
SGD_CERT_SERIAL 000000002 ik 5y 51 5
SGD_CERT_ISSUER 000000005 13 4 5 {5 B
SGD CERT VALID TIME 0x00000006 k15 A7 %l )
SGD_CERT_SUBJECT 0x00000007 A AR
SGD _CERT_DER_PUBLIC_KEY 0x00000008 ik A HE B
SGD CERT DER EXTENSIONS 0x00000009 TR L E 2k =3 EN
SGD EXT AUTHORITYKEYIDENTIFIER _INFO 000000011 i A& 5 AR AT

SGD_EXT SUBJECTKEYIDENTIFIER _INFO)

Ox00000012

HE A5 5 A7 A b

SGD EXT KEYUSAGE INFO 0x00000013 w5 5H i
SGD_EXT_PRIVATEKEYUSAGEPERIOD_INFO 0x00000014 FAEA AT Y
SGD_EXT_CERTIFICATEPOLICIES_INFO 0x00000015 ik -1 % B
SGD_EXT_POLICYMAPPINGS_INFO 0x00000016 o % e 5

SGD EXT BASICCONSTRAINTS INFO 0x00000017 A% PR il

SGD_EXT _POLICYCONSTRAINTS_INFO 0x00000018 L B PR )

SGD_EXT _EXTKEYUSAGE INFO 0x00000019 P e H H ik
SGD_EXT_CRLDISTRIBUTIONPOINTS_INFO 0x0000001A CRL %4 &,

SGD EXT NETSCAPE CERT TYPE INFO 0x0000001B Netscape &t

SGD EXT SELFDEFINED EXTENSION INFO 0x0000001C A3 09 H iE L3 e
SGD CERT _ISSUER_CN 0x00000021 kA% 4 % A 8 FH 2
SGD CERT _ISSUER_O) (x00000022 E A5 i Az 75 £ 25
SGD CERT ISSUER QU Ox00000023 e Rl g R
SGD_CERT_SUBJECT_CN 0x00000031 e A 5 i H 2
SGD_CERT_SUBJECT_O 0x00000032 ik A5 4 A1 4 4 £
SGD CERT SUBJECT OU 0x00000033 ik B A A HA LR
SGD CERT_SUBJECT_EMAIL 0x00000034 iR Aa#HE R ER
SGD CERT NOTBEFORE TIME 0x00000035 ik A5 b H ]

SGD CERT NOTAFTER_TIME 0x00000036 il 5 5 H

(0 x00000080~0x000000FF Sy LAl T0E 5 % £y 2 7R

Ry Ak S 8 AT R R L B AR AR T B R
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R 9 EHEEEBDIIARIR

% P LA Ak
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SGD_CN_OF_TSSIGNER 0x00000202 B A 2
SGD_ORINGINAL DATA 0x00000203 it ] A 37 R Y s G 5 R
SGD CERT OF TSSERVER Ox00000204 it ] K filz 55 e 8% 3F 15
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SGD TIME PRECISION Ox0O0000207 A R 45 1
SGD_RESPONSE TYPE 0x00000208 M i 7 2R
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SGD_SP_ID: 0000 0000 0000 0000 0000 0000 0000 0001 (0x 00 00 00 01)

PR B SR PR IR SLINR 10 P .

F® 10 BaBRRA

b % bR i i
SGD SP ID 0x00000001 AR 45 482 {1t & M — b i Sl
SGD SP USER ID Ox00000002 bt 55 45 £t 38 11 P dn R B0 o 76 i 55 B {16 35 P 0l —
SGD IDP_ID 0x00000003 B {5 500 4 16 2 o — Fn iR
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& 12 EO#HERIA
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SGD_PROTOCOL_UKEY 4 FHE 1C R R 8 g 1 eH L4 1
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SGD_PROTOCOL_GCS 6 il FH o 4 IR 55 2 1
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i EERAE PR IR E L e 15 Frs,
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x® 15 ABKERE
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SGD OPERATION SIGNIN 0x00000001 A
SGD OPERATION SIGNOUT Ox00000002 el
SGD_OPERATION _CREATE 0x00000003 1) &
SGD_OPERATION DELETE Ox00000004 fi] B
SGD_OPERATION_MODIFY 0x00000005 fite it
SGD OPERATION CHG PWD 0x00000006 (A gm s
SGD_OPERATION _AUTHORIZATION 0x00000007 ¥l

7.2.3 BIELRIRIR
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7.3 EHPEBEIERIE
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SGD_MAIN_KEY 0x00000101 FHEH
SGD _DEVICE KEYS 0x00000102 i 5
SGD USER_KEYS 0x00000103 P 4 4
SGD KEK 0x00000104 o
SGD SESSION KEY 0x00000105 o it 4 H
SGD PRIKEY PASSWD 0x00000106 FVEH U e 52 ol

11



GB/T 33560—2017

*= 17 (&)
o P LA i i
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& 18 EHHERIEIRIR

% P i i ik
SGD KEY GENERATION 0x00000101 Gk s Re ey
SGD_KEY DISPENSE 0x00000102 K
SGD KEY IMPORT 0x00000103 wEHS A
SGD KEY EXPORT 0x00000104 wH T
SGD KEY DIVISION 0x00000105 s Ay
SGD_KEY_COMPOSE 0x00000106 W A Ak
SGD KEY RENEWAL Ox00000107 B0 W
SGD KEY BACKUP 0x00000108 w5
SGD_KEY _RESTORE 0x00000109 WP R
SGD_KEY_DESTROY 0x0000010 A 91

7.4 REGEEHRA

AHEEMRCE L TN LSRG T EHERAER A 6O B E 2, 25 5L 50 nY £ 5 /8
FodlE .

€0 11 S SCRN R &5 S 110 52 SO UL R €055 BIAR 7 o 1 A 0 bR TR R B A A AR R A

F G FRER A G i R Oy AR B i 7 55 0 B SE 7 AU KR REE EREE L 8 VL5 10 U
NG 31k 0,58 9 iy 1 Fonh RS ek P& B 4R, Wil .

SGD_SYSTEM_SHUT:0000 0000 0000 0000 0000 0010 0000 0011(0x 00 00 02 03)

A E AR IRIE LR 19 B,




GB/T 33560—2017

x® 19 REEERIA
[T P LA i ik

SGD SYSTEM INIT Ox00000201 O Y W R TR AE
SGD SYSTEM START 0x00000202 IEEUEE

SGD SYSTEM _SHUT 0x00000203 KH R4

SGD SYSTEM _RESTART 0x00000204 g1 i Bl & 4
SGD_SYSTEM_QUERY 0x00000205 AR A )

SGD SYSTEM _BACKUP Ox00000206 odlE & iy

SGLD SYSTEM RESTORE Ox00000207 e e 2

7.5 ZEEIEIRID
7.5.1 EEEXREFEFHRIA

DE R A B AR TR AT RLAE DS A% 15 48 P AR UL 8 B 5 L B 2 5 5 AR I 4R 7

U SEAAR B AR R R T RN Oy . MG O 3 i . 55 0 B 58 7 AL FoR i & (R B AR L 48 8 .55
10 AEENEE 31 A2 0,58 9 020 1. o b R G el B S A L, 401 4

SGD_DEVICE_DESCRIPTION:0000 0000 0000 0000 0000 0010 0001 0001(0x 00 00 02 11)

DCar A B P e SR 20 B .

x 20 EERERFRA

R 3 bR AT 38
SGD_DEVICE_SORT 0x00000201 i:ﬁﬁ A R B L R R G
SGD DEVICE TYPE 000000202 i B
SGD DEVICE NAME Ox00000203 1 7 25 B
SGD DEVICE MANUFACTURER 0x00000204 2 = il B
SGD DEVICE HARDWARE VERSION 0x00000205 B {7 R AR
SGD DEVICE SOFTWARE VERSION Ox00000206 B A i A
SGD DEVICE STANDAERD VERSION Ox00000207 % & b o MR A
SGD DEVICE SERIAL NUMBER 0x00000208 e R
SGD_DEVICE_SUPPORT_ASYM_ALG 0x00000209 RRE )T B R IS B SR IR

P13 5904

SGD _DEVICE SUPPORT_SYMM_ ALG

Ox0000020 A

2 45 i ) 5 B bR B B A S A 00 4 B
A ik

SGD DEVICE SUPPORT_HASH ALG

Ox00000208

i85 0 1 5 B UL T I 4 S 1 2
BV

SGD DEVICE SUPPORT STORAGE SPACE

OxO000020C

B HE D B A R Y S e e RO AT
fif = )

13



GB/T 33560—2017

F= 20 (&)
% P LA il i
SGD DEVICE SUPPORT FREE SPACE 0x0000020D ﬂ'mﬁ PR RIS R S A
fifs %% 8]
SGD DEVICE RUNTIME 0x0000020K £ iz {7 ) (6]
SGD DEVICE USED TIMES 0x0000020F 1 5 i i L
SGD DEVICE LOCATION Ox00000210 i R Ry
SGD_DEVICE_DESCRIPTION 0x00000211 P ik
SGD DEVICE MANAGER _INFO 0x00000212 HEETMAMERED
SGD DEVICE MAX DATA SIZE 0x00000213 A HE 0 B — UCRE Ak 2 () B A

7.5.2 EEFEINIRIR
7.5.2.1 EHEANIRIBFEIK

Bz g 28 B TR A 9 B T 2 RN e DY RE S5 AR R+ ol B T 2 VRN UL ) RE f TR i Bl s A
TH&.
7.5.2.2 EEEESIRIR

BRI s b LA R 65 KL 0] Oy - AR B s 2 5% O BN 23 (0 O 5% 24 D E)5E 31 47 KR E ik
wHvIE S, Bl

SGD_DEVICE_SORT_5J:0000 0010 0000 0000 0000 0000 0000 0000 (0x 02 00 00 00)
b B AR IR B E e 21 Prow .,

F 21 EEEESHRIA

iy Fr il FF i ik
SGD DEVICE SORT 5] Ox0Z2000000 A o g I R 5% 109 9 i
SGD DEVICE SORT _SK 0x03000000 A S R AR 3T D EE A9 W A . I PCT #5180
SGD DEVICE SORT SM Ox04000000 ST PR 0 R GE 9 0 R R B R R R
0x05000000~0xFF000000° oy HoAth i g 1 A TR

O H Al A T TR AR R AT TR AR 2R ] B L

7.5.2.3 E&EIPEEFRIR

BE A DI HE B iR 0 4 A R0 A o MAICAE B s 2, 58 0 A2 BISE 7 Ak 0,58 8 (i B 5 23 {Uf& i e m &
WA EEINEE .5 24 PRI 31 7R 0.5,

SGD_DEVICE_SORT_FE:0000 0000 0000 0000 0000 0001 0000 0000 (0x 00 00 01 00)

W THREAR IR A E L3k 22 Fras .




GB/T 33560—2017

* 22 EFINEEFRIR
TR R It it
SGD DEVICE SORT FE 0x00000100 I it 45 2 4 0 1
SGD_DEVICE_SORT_FA 0x00000200 Bl ifE B W 2L WA
SGD_DEVICE_SORT_FM 0x00000400 W E MRS
0x00000800~0x00800000° oy Al 152 65 2Jp BE il BY

O HAb A T RE TR 09 bR ULAT TR A9 PR 28 ] 5 R

7.5.3 &&FIEELRR

A5 DL N A 1) B BSR4 DL AR 04 bR R
R 2 P9 B B AR A D o B A AR R R A
X 150 B R 00 B PLARAE WL R B M AR PR A

g #FIR SRR

B R ARIR T LUAR R S 5 & AT TAEIRE .

VA R A b AR A% 2 0 R0 Ay AR S A7 55 0 7 858 7 i Ron i AR SRR 88 8 A7 L5 10 i #
45 310k 0.5 9 ok 1, % A ARG el o5 & ISR i, i an .

SGD_STATUS_READY :0000 0000 0000 0000 0000 0010 0000 0010(0x 00 00 02 02)

WA R AR RN E X E 23 ik,

7.5.4

* 23 EFRESHFRS

S PR AT ff ik
SGD STATUS INIT 0x00000201 WA S R NI L AR R %
SGD _STATUS READY 0x00000202 MERGE . QR F T LA (I Y IR 55
SGD_STATUS_EXCEPTION 0x00000203 SRR B R L H O BB E A 4R Ot 4T ik 4%
Ox00000204 ~0x000002FEF"

t ok AU U T AR AT L R B B AR T A

755 HERSHBI

WHE G5 5 & RS H G — bR iR — i . iR S M E AT %1 & S
SHAME—E A HE

B8 BB 20 L 0 X XK X = XK= X XX (R B -3 v B3 K B

A H L8 (BT RN I B 0 A P HO L Fe A BN Y A w4 RO 2
Bov  H 2 BT . I 20080229 ;

O 3 R KRR R B M e A AR AR 3 R D IAE A 0 B & 3 .
an.oot;

MK 5 T RS RO R K e A S T NEAI ] 0 e E 5
i .o0123,

15



GB/T 33560—2017
A8 AR 4 AR A S 1 1 ANECE IR BI R 3 0 GBI 19 i AR

KT o 20 i BNE 31 (VRS 56 32 (Vi BE 63 vFadr=HI, M.
20080229-001-00123 %ﬂi‘j’?:{]x 20 08 02 29 00 10 01 23

16



GB/T 33560—2017

Mt R A
(ERSE P B 3
f A EEEE PR HEX OID E X

iy s B Ak P Y OTD S 30T 2 R QbR AT . BMoE LI ALL.
XAl HRFEAEFREX OID E X

A AR IHAF OID FOR RN LS TEES #iE
il H] A S Hf
1.2 ] B s o b 201 200 B 5 # i
1.2.156 o &
1.2.156.197 [ 5 5 110 45 1 )
1.2.156.10197 [ 2 AT b fr it HE AR 2 2
1.2.156,10197.1 WAL
a1 21T L R AR IR AT
1.2.156,10197.1.100 o R
1.2.156.10197.1.102 SM1 441 % B4 5 ik
1.2.156.10197.1.103 SSF33 Jr 4 & ik
1.2.156.10197.1.104 SM4 41 # 5 H ik
BRIEATICRIPOE T ek
1.2.156.10197.1.200 Fy- 5] 4 05 30
1.2.156.10197.1.201 fHL i 2 e 500 R
25 B BT R T R AR AT
1.2.156.10197.1,300 1 R
1.2,156.10197.1.301 SM2 f [5 h £8 2> 57 o 5 4 ik
1.2.156.10197.1.301.1 SM2-1 B g m ik
1.2.156.10197.1.301.2 SM2-2 % 8 28 e phid
1.2.156.10197.1.301.3 SM2-3 > # &Rk
1.2.156.10197.1.302 SMY il ¥ 5 R ik
1.2.156.10197.1.302.1 SMY-1 #0747 Fik
1.2.156.10197.1.302.2 SM9-2 # BH 22 4 Pp il
1.2.156.10197.1.302.3 SM9-3 9 §H 355 5 7L i) 70 25 B 4 Rk

Zoe e B A B AR ARAF

1.2.156,10197.1,400 BT

1.2.156.10197.1.401 SM3 %0t 2% i W ik
1.2.156.10197.1.401.1 SM3 #i Rk g HER
1.2.156,10197.1.401.2 SM3 Hi R ERE A EAMTH

17



GB/T 33560—2017
F A (&)
A2 FR A OID A B FR LA s X % 3E
¢ £y im B R S AR IR AT

1.2.156,

10197.1.500

#H 5 iz E AL

J0197.1.501

BET SM2 Bk SM3 B A

J0197.1.502

KT SMO Bk I SM3 Bk s A

1.2.156.

10197.1.504

BT RSA FBiLH SM3 5% 0% 24

CA fCI AT S AT

1.2.156.10197.4.3 CA {14

b afi i 2 4 B2 HR iR AT
1.2,156.10197.6 fe 1HE 1 &
1.2,156,10197.6.1 AN
1.2.156.10197.6.1.1 Wik
1.2.156.10197.6.1.1.1 (A 2z e ) SRS )
1.2.156.10197.6.1.1.2 (SM4 mHE MR LD
1.2.156.10197.6.1.1.3 { SM2 i (5] iih 2k 2> PRI
1.2.156.10197.6.1.1.4 {SM3 Hin a2 Hik)
1.2.156.10197.6.1.2 Fi il 2
1.2.156.10197.6.1.2.1 8 5 16 FH b 1A R )
1.2.156.10197.6.1.3 I A =
1.2.156.10197.6.1.4 42 4= HL il
1.2.156,10197.6,1.4.1 { SM2 % i {iff F L )
1.2.156.10197.6,1.4.2 (SM2 na % 24 10 o is Alin )
1.2.156.10197.6.1.4.3 { SMO %5 it {d FH BTG )

1.2.156.10197.6.1.4.4 (SM9 hnw % 24 10 B ik Bl )
1.2.156.10197.6.2 W

1.2.156.10197.6.3 iz 55 2=

1.2.156.10197.6.4 KLl 1% e

1.2.156.10197.6.5 LRIl S

1.2.156.10197.6.5.1 (B AT I A )
1.2,156,10197.6.6 (EPLIES

15




GB/T 33560—2017

Z % X M

1]  X.208 CCITT. Recommendation X. 208: Specification of Abstract Syntax Notation One
(ASN.1).1988.

[2] RFC 1421—Privacy Enhancement for Internet Electronic Mail: Part 1. Message Encryption
and Authentication Procedures. 1993,
3] PKCS = 1.:RSA Encryption Standard. Version 1.5.1993.
1] PKCS #5;Password—Based Eneryption Standard. Version 1.5.1993,
5] PKCS =11:Cryptographic Token Interface Standard. Version 1.0.1995,




GB/T 33560-2017

ok AN RO M
H K I
EEREEREHRAR FHHNARRMAE
GB/T 335602017

i [E fR fE O #E IR & OfT
Ab 5T 5 BH KRS B E 2 5 (100029)
At T POk X = A 16 S (100045)
[ hE : www.spe.org.cn
MR 45 32 . A100-168-0010
2017 % 5 H & —hK
L3

oo 155066 « 1-55473

IR ER RNER

GB/T 33560—2017



