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6.3 icsk)E PR
6.4 48 F Pl

8.5  BEEITFEL covveevorsresoruotsretoonntorertsansossonssenosssetsonsieuet e sosans s tsoensassassonssesars sessossresen
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AFRAER IR GB/T 1.1-—2009 45 t iy #1000 i 2
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RIEfE B R WA R I E B %4 TR AR PO 6 KAl fE M %L e ARG RAH .,

AARUE BB R X R A B R EE X DR R TR AT BT R YIL.
SR 5K A R



GM/T 0024—2014

51

][l

ARFRAE R PRI P 755 WAL i 2 4 2 P (RFC4346 TLS1.1) 8¢ JE Tk [ M O 28 0% B 5 Fn 3 B0 L 45 &
EESIINE

F B S B o FH 5 R B i A= 7= R SE R4 5 L #F TLSLLL 4R F b 3 m 7 ECCLIBC A IEAE X
4 I A2 U T DH B 5007 30 B ok TR IS BRI E Lo 53 b AEARARUE b 3 TR G-
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{LI;9
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3.1

GM/T 0024—2014

SSL. VPN K #3E

SEE

AFREXS SSL VPN (£ AR PRI 7= i 9 T RE L ME B8 A4 B DL KRG I 2547 T HLAE .
AR AEE T SSL VPN 7= 5 a6 . o] F T35 S SSL VPN 7= 5 A6 45 BRI FH .

M3e 5 A4

BN SO AR SO R R AN T A LR HOA S| S A B AR A IS AR S
JURARTE H I 51 H S Hfm B AR CRL A6 B A (908 0 o) 18 A SO

GM/T 0005 ML G I 0

GM/T 0009  SM2 % fith 55 32 {fi F AR

GM/T 0010  SM2 % 1% 553 Jin % %5 44 11 BB s

GM/T 0014  $FE A5 A IE & 52 % 5 Pr s

GM/T 0015 F&F SM2 %5 i B3k 0 BT IE 1545 20U HLE

RIFEFE X
IR AN E SIE T A SCAF

¥=FiEH digital certificate
WA AAUES  HIEBIAMEIL (CAO BN E AT EHWAEGEE A EH . SLEEFLS A

BOW VLK A5 S — R Ba 458 . #2500 73 2 A AGIE S HURGIE 5 A5 5 UE 45 . 45 1 & ml 73 26 44
TEF AN 2 E 5

3.2

IBC &% identity based cryptography algorithm
IBC 53 AR A AR iR 2 B Bk J& — B 8 LT AR RAE i 2 81 AN 5 A0 B0k 5 1k B 2 8 i Ak

X} FR A A

3.3

IBC #Ri2  IBC identity
IBC bRl /R Se A 5 fy sl & PR 7 AT 5

3.4

IBC 232 % IBC public parameter

IBC ASH ST IBC BHE P OMLR BE ML iR wmim 7 NS H A E LS A TS
B S X B B T SER AR IR G B o A TF %
3.5

MiBim=/{E initialization vector/initialization value; 1V
TE B AR M v, Ry 38 22 4 BN 9 A 1 A TR A 5 1A R AR 0 AR e R h H 8
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3.6

3.7

3.8

3.9

3.1

3.1

3.1

3.1

3.1

3.1

3.1

3.1

N

4.1

SSL 1#i  secure sockets layer protocol
— PG a2 & P T TR R P i IR 55 i =2 (8] 1) 44 42 3 1E

#H 7T  payload
ISAKMP 38 {5 W7 22 #e 1 2 i Fodla 4 2L J2 M i ISAKMP i 2 i LA B L

£  session

i o 4R T PSR A Y B SRR 55 S 4 OB . — il ] i 2k gk

SM1 &% SMT1 algorithm

— PP R K O 128 HeRE B E O 128 AR,
0

SM2 &% SM2 algorithm

— R [ 2 2 BH B i ARk, A K B Ol 256 FRAE,
1

SM3 &%k SMS3 algorithm

— PP AR A s o ol 256 HURE,
2

SM4 &%k SM4 algorithm

— P B R K By 128 [d B E N 128 i,
3

SM9 Z &%  SM9 algorithm

— PRI T B A R 1R R E X FR 2 S B
4

WEIMZEZWE X elliptic curve cryptography algorithm; ECC

FL T PRI 5 A 2R TR R In) R R SR A A s
5

RSA &% Rivest-Shamir-Adleman algorithm; RSA

— T T R B IR - 0 i [ A N A A AT
6

JEHINEHLH  certification authority; CA

BT UE B AT A B A B A LR, AR S IR IR & HLA
7

ZEAEE Ay key management center; KMC

o G F LA .

e MaERgIE

s

TR B A
b

® SHES

2
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R e - X

HMAC(X,Y) LI X HEHN Y s gis i
4.2 TEE&IE

T 51) 4 W 18 5 T A SO

CBC: %1 43 41 5% 4% T /E# 38 (Cipher-block Chaining)

DN ;iR 5| 4 (Distinguished Name)

HMAC: % 2= B 154 09 B R IEHS (Hash-based Message Authentication Code)
IBC: AR & B 1 (Identity-Based Cryptography)

SSL. 4 %2 )2 (Secure Sockets Layer)

VPN & #lL& M4 (Virtual Private Network)

5 BEWMEEMBEHME

5.1 ZHEX
5.1.1 FEXHRZFHEL

X B 285 65 A0 45 ECC A 8 il 28 % i 4 3 SM2 ., IBC R il 2% %34 SM9 il RSA &k T 5
(GRS N G N R B E

5.1.2 HAZEBHEX
O34 B B L O SMI 5 SMA 53, BT 9% 4 28 40 Bi0H 10 in 2% DR 0 R SCOBCE B s A . xR
2 TAERACH CBC =,
5.1.3 ZEEEX
R e R A4S SM3 Bk SHA_1 & ik, T % FR 28 40 28 RN S8 4 PE RS 36
5.1.4 ¥3EH B FK L P_hash
P_hash pR%E XWF .
P_hash(secret, seed) =HMAC (secret, A(1) + seed) +

HMAC (secret, A(2) + seed) +
HMAC (secret, A(3) + seed) +

Hrpre

secret s JEAT T T it B 1 % B 5

seed JEHFATIHIA T 75 2 09 £ 5

A(0) = seed;

A1) = HMAC (secret, A(i-1));

P_hash B84 [ 52 A0 H 277 A SR KB B

5.1.5 {hREHLE# PRF

PRF (35807 % h -
PRF (secret, label, seed) =P_SM3(secret, label + seed)



GM/T 0024—2014

5.2 mPAFR
5.2.1 ik

TEABRE >R FH A X R 92 B B8 0k R A7 B 0y 26 ) R 8 B A 4 o B 9 56 310l 3 s 0 s 0 2 5 B L XU &%
AT T2 9] BRI 2 0 TARSE . ] T B AT i 4 o B PR B

5.2.2 RFimER

ke 55 S 25 B0 by AR X Bk S T B 12 A R TN B 4 4 4 T AT IR N o p 2R A T X i VPN
FI B R ™ Az 0 2 B G 3 CA AIE G 1) KMC i . T 48 T 3 A8 v R 55 s 5 003 % 031
I3 B B PR

5.2.3 EBERFmWmEH

B ity 2 A A Al X R A B 1 S T L A0 FE 2 4% B R RN 4% A 6 Horp 25 4 s E 6 i VPN
B 2 B 2 L 8 5 4 6 IO 2o CA DE PP 1) KMC H1iE L T 48 5 0o B o % 7 3 5 0 2 )
B PR .

5.2.4 WEEH
i 3 % 4] (pre_master_secret) & XN 5 P i A= U B E M, I TR %41
5.2.5 FEH

F 2B (master_secret) i il B4 % 7 i BE AL AR L I 55 s BE ALK Lo 4 45 o L 2015524 i) % 4
EACH T A RCTAE R .

5.2.6 TIT1E=4

AR AL A5 Rl o R 0 B E e S i A R T e 1 R i 2 A 2 B
TR 0 S8 BEVE T ALSS o AEASARIE P L ek T G 0 TR B B AR O A ST e A AR
PR

6 X

6.1 #Eig

SSL VPN B BCAL 16 2 T P 150 5 A HUA 728 B B asC L 3 25 B asd L 0 5 381 0 S plh sl Fae s )= il . 48
PIVISC T B 5 56 03 R 22 4 2 B DD ) 2 ) LR 7 B OISO T 30 0 22 4 2 0 8 O 5 R PR O T O A i
0T A 5 TR AT 4 5 00 S 38 19 S P DU T A S 19 S 30 0 O Y A% i J2= B O 5 9 S 2 PR U T 4% i 0l 10
O3 B TR 4 B S T4 I M S R A

6.2 MBRBMEY
6.2.1 EAMIEAE

RIFUEE LT 6 P REA L 25 A4, 43 5~ opaque. uint8 ., uintl6, uint24 , uint32, uint64, Frfg 25 A
HR LA R 28 0 e e/ NECE B R/ 2 — A 8 T,

opaque : L RERAIEIE 1 A~F07;

uint8 « JoAFS Y 8 AR T AT
4
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uintl6 . LfF S 16 MEEH.2 71 ;
uint24 : JBAFS I 24 A REEL, 3 ANFT
uint32 : JEAF 9 32 EEE 4 AT
uint64 . JCAFS 1Y 64 ALREEL, 8 Y,

6.2.2 mE=E

] (Vectors) & 25 € R B BB P90 o 1) B2 A MAR  8 KA K . S R DAL x DREF R s 2 K
] Dl <x.y> RERH P x ORTBR,y A0 BRR, 2R s BIRm, f<y> Koo B ) i py
KBEHER LA g BAL AR [ B A R o S PR BE L R T/ O RE A8 A AN K ) i e R B Y
R/ANFRL

6.2.3 #HEFEER

M2 (Enumerateds) j&— R HFE H 19 7 B & 8 W54 T BO AT — D2 PR ME. R
— AR A (R XM R R R E RO (E . W RS T 44 R A 5 A HUBE TR 45 AR A
AELE S PRty i . #I1A0, enum{red(0), green(1), (255))color. MUZEAEHR /NN REAE 25 44 fie KA
AR /TR

6.2.4 &EHgZER

ZEFY 2 I (Constructed Types) A struct K& X, 5 CiEF Y struct 152, struct WPy F B
WG I 0y £ i A R AT b . AR — A struct A& F 5 — A struct WL AT DLAY BE 3% struct (44 7.

6.2.5 TRER

AR (Variants) 288 ] select, case 25 X, T & ARSNGB A58 .25F CIiEH
i) union 8¢ ASN.1 f§ CHOICE,

6.3 EREMHIL

0 SR JZ PO A3 2 W B — R AR B 7 B A T BN R T B, I8 R SRR E L
B A TE R R RO B R 4 (RIS (THEE HMAC s SR A& 4a . W3 i B0 20l e 4 L9600 0IE L A T
4 (AT 36D VEB B AR S ek S RV

0K R PP A AR T A S MR S R SC B R DG A 26T . O TSR EM T L IE R T
WAL SR HAB A TE SRS o AT BT 30 53 28 YR o 0UAE B X _E IR 2R R 73 IE B N A R R 2 A 220 T
TR AZ W] — A AN BE U] A 10 7% 288 TR )V 22 W

6.3.1 ZEERKE

HEHRS R0 ® JZ PSR AE IR . 245 DU Rh LR () 1 HOIR S YT 5 SRS R 5 B R
B Hrd RN SRR KR EHE . A I SRR Y AT AR T A, RPRE 1
A SRR DL AR T U SGBEE | T 5 A AR 28 S S T R PO SR S Y RS . BR T R A 2 HRES
A YRR ES L & K R L 2S48
HEPRE L ST .
struct {
ConnectionEnd entity;
BulkCipherAlgorithm bulk_cipher_algorithm;
CipherType cipher_type;



GM/T 0024—2014

uint8 key_material_length;
MACAIlgorithm mac_algorithm;

uint8 hash_size;
CompressionMethod compression_algorithm;
opaque master_secret[48];
opaque client_random[ 32 ];
opaque server_random[32];
unit8 record_iv_length;

unit8 mac_length;

} SecurityParameters;
Hrp.
a) ConnectionEnd:
FRA AL P A, O %P S BIR 55 . E SO
enum { server, client } ConnectionEnd
b) BulkCipherAlgorithm:
FH T HCH0E n fige 8 ) B B . E U
enum {sml,sm4 }BulkCipherAlgorithm
c¢) CipherType:
RRHWREN R, E .
enum { block } CipherType;
d) MACAIlgorithm:
FH TR IS T B e B B b A Sk . o o -
enum { sha_1 ,sm3} MACAIlgorithm
e) hash_size:
B,
f) CompressionMethod:
TR 48 5 . O -
enum { null(0), (255) } CompressionMethod
g) master_secret;
A5 D R Aok AR by T A K o BE AL IR 55 o BE AL B A 48 FAT
h) client_random:
FH % A 1 32 T AL AR
1)  server_random:
P IR 55 3 77 A 32 4 AL AR
j)  record_iv_length:
IV K,
k) mac_length:
MAC K.
ICRJZH T 1R &SROk A U 5 45
— & P B K %40 client write MAC secret;
—— MR %5 0 B A K 55 5H server write MAC secret;
— & P S %4 client write key;
— R %5 i S % 4H server write key,
2 55 sty H T Acb BRI S I 58 P 25 7 s 5 2 0, 2% 7 i 2 AT AR Ak B 9 i A6 P IR 55 9 S S 4
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SRR UK PR A TR 6.5 P AR BUR 2 HCR A REURT LA SO YRR

6.3.2

ExRE

10 57 2 WO =1 2 R B AR BRI B AR 25 18 2R 50l R 80 23 BE TR 4R TR R N L AR5 AL
eV EHE I C/TERPON (AN AT (DR TIN R T S (Y ER e e ) P AT B

6.3.2.1

S

ISR JE NGB A3 0 2714 FAECE /NI B
BA R BT

struct {

b)

c)

d

6.3.2.2

ContentType type;

ProtocolVersion version;

uintl6 length;

opaque fragment[ TLSPlaintext.length];
} TLSPlaintext;

type:
R BRI Z R, R
enum {
change_cipher_spec(20) ,alert(21) ,handshake(22),
application_data(23), siteZ2site(80),(255)

} ContentType;
version:
B R MR A . RS HER A S 1.1, 5 SR -
struct {

uint8 major, minor;

} ProtocolVersion;

length;

I35 sy i B BE /N T % T 2014,
fragment

PEAL S B o 0k E ORI O BRI N A .
E 45 Fn fE £ 48

P A B IC S AR FH > F 23 RS S (R AT R AR . R TR SR 8 I R 4R SAE )
ez k.

FE 465 6 —A> TLSPlaintext 2544 (804 4% 4 il — 1> TLSCompressed 4514 1) £ 4% .

FE 46 5 WA K B e 2 HRe s m 1024 575, AR R 45 )5 AR K B 1 2714 AS535, 0
R — decompression failure B AFftix .,

RN E TSR AR L

struct {

ContentType type;

ProtocolVersion version;

uintl6 length;

opaque fragment] TLSCompressed.length];
} TLSCompressed;



GM/T 0024—2014

Hrp:
a) type, version fJiE X [A] 6.3.2.1 1 a).b),
b) length
L5 B By TLSCompressed. fragment KB, /NFEEE T 214 + 1024,
c) fragment

TLSPlaintext.fragment FJ&E45TE .
6.3.2.3 MEFMEKE

i s SR 95 38 A — > TLSCompressed %54 1) 48 5% 464 — A~ TLSCiphertext 454 i 540 .
il 35 32 B ) 2 AT A B 4R A
g J5 B R 25 I r
struct {
ContentType type;
ProtocolVersion version;
uintl6 length;
select (CipherSpec.cipher_type) {
case block: GenericBlockCipher;

} fragment;
} TLSCiphertext;

E

a) type. version B X JA 6.3.2.1 Hp a).b),
b) length

L5 R 547 B TLSCiphertext.fragment B, /NF o %8 T 2714 4 2048,
¢) fragment

AR #) TLSCompressed.fragment JI#E =,
6.3.2.3.1 KEEZHEHIELE

W5 1) T B T N Z B AT B OB T
HMAC_hash(MAC_write_secret, seq_num -+ TLSCompressed.type + TLSCompressed.version
+TLSCompressed.length + TLSCompressed.fragment)

a) seq_num
P45 RS RS N e — A SRR G S 505 . RS 2 uint6d, JF A4S
WIMRME A % B KON BEME T 27 -1, P40 SR BE IS8, 4N 2R e 91 5 i i R gt 0 23 o 38 O B
i S

b) hash
TR 56 B IS P 10 i i

6.3.2.3.2 SHEFBWEENEELE

et 1 53 20 %5 R S8 o fige 28 5 ) 5 I 8 58 S AL 59 iz B T ¥ — 4> TLSCompressed. fragment %5
9 OB Bl A TLSCiphertext.fragment 25 K5I . B 185 60 BOR 60 55 T Re B0 i3 88 O 428
Jon g Ak B RO 25 A AN
struct {
opaque IV[SecurityParameters.record_iv_length];
block-ciphered struct {



E

a)

b)

o)

d

e)

D
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opaque content] TLSCompressed.length];

opaque MAC[ SecurityParameters.mac_length |;
uint8 padding_length;

uint8 padding[ GenericBlockCipher.padding_length];

b3
} GenericBlockCipher;

1v.

& GenericBlockCipher H A& 4 i) 46 A 1) i . 3% [ B 0 2R AL 7 A=
SecurityParameters.record_iv_length:

IV BB s (5 0 A B i B AR G .

SecurityParameters.mac_length:

MAC BB B {5 60 A 3 A B AR G

content:

Jon 2 A B SCRRHE

MAC:

Content HYF I {H .

padding;

FE AR o R N T R RO T D R Rk 0 AR YRR IR K A R
M 255 DMFEAT . AW F NS R IR BCE A A X DT R
& %1% bad_record_mac {REJE B,

6.4 EFHHIUE

32 T B SO 2 6t RS A B P DL 48 T B ORI B 0 = A B B A T 005 B o 3t S )2
1 B0 22 4 280, AT B 0 Bk DA B 1) X 07 4 75 S IR 4

8 F BB 0 52 D i — D230 XA S

SR AR« o IR 55 i HBCR) B ARE F) RE A  HT RU A R T AR A

IEP . X509 v3 A A ECFIES AT S GM/T 0015,

P4 77 1 i B %

R AR A E IR L

YT R i AR 55 i 3L TR B 48 TR A

AR AR RE T HTZ 200 AR — A H AR

FFH LA BB AT DA™ A 22 A28, R TR T DR SR S A Re P o T DU AR ) B 245 2 57 2 i 4

6.4.1

TR EEHIN

A AR A T IR ISCR T 30 A A RS 4 A B N D (8 T I R 4 2 4 2 BOR DR P R R
AR o 2PN UL Pl — 2R B ZEL L T2 R 2 T 09 4 T T 4 O T 24 ) R AR L A SRR
ZAEEN AR LB

PN BBy — AT A 1. & P s AR S5 S R AR L A SR R 52 e 2 5 R T A5 O
B HT AR I B

XF T W B 1 4 A 85 0 L 5 R A G B Rk =2 i S RIR s S A A AR R e v B 2 S5 S RE

A AR AR BT A A E ST

struct {
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enum { change_cipher_spec(1), (255) } type;

} ChangeCipherSpec;

6.4.2 REMHIN
PO TG M i

BRIE R RIRE MR R B Ak s —

2 19388 R LA RO A 3 0 A o i B Y B
Z T SR LB 20 B 2 T 4 4 Bk T 4 O 24

T A A RS s 2R v O B R T B O IS

SR 1 S
%550 2,245 44 2 LA

ANTFAT o3 0 A GO R N

=,

BiR AT R

enum { warning(1), fatal(2), (255) } AlertlLevel;

enum {

close_notify(0),
unexpected_message(10),
bad_record_mac(20),
decryption_failed(21),
record_overflow(22),
decompression_failure(30),
handshake_failure(40),
bad_certificate(42),
unsupported_certificate(43),
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46) ,
illegal_parameter(47),
unknown_ca(48),
access_denied(49),
decode_error(50),
decrypt_error(51),
protocol_version(70) ,
insufficient_security(71),
internal_error(80),
user_canceled(90) ,
unsupported_site2site(200) ,
no_area(201),
unsupported_areatype(202),
bad_ibcparam(203) ,
unsupported_ibcparam(204)
identity_need(205) ,

(255)
} AlertDescription;

struct

{

AlertLevel level;

AlertDescription description;
b Alert;

10

e b OGP E e Ak
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6.4.2.1 XHAEHN

BRI BB L B S AR 55 S A AT — D7 7 4 ORI e 22 AT I e 126 0% Pl R L . e T
SV 2385 A S5 38 R0 7 A P A 36 A AT S L AT LA 8 W [ ) O PR T RS G P AR R
$ At nl LASr BRI SCPIAR R 4 . X Ty WeBZ 0 85 R [0 — > 5 1 38 T B 28 )5 58 AR UK 34
P2 AN RN S 38 A

6.4.2.2 HIEWE

24 e 1K B W — A B PO I 2 S WO R Sz B O P L R FE R O A 2 T AR R R
B WA R E G AR AN REE TRy . A bR s SCRYRE N 1 F .

K1 ERBEX

FE R E 4 FR {H 2 i i
unexpected_message 10 o BB DA E LT XRRMEL
bad_record_mac 20 oy MAC 5 5 485 15 5% it 2% 45 1%
decryption_failed 21 B e 25 < W
record_overflow 22 o (S GURN
decompression_failure 30 o it 15 45 2 K
handshake_{failure 40 iy P 2
bad_certificate 42 UE 159 1 IR
unsupported_certificate 43 A SLFFE AR 2R
certificate_revoked 44 UE P 4 i
certificate_expired 45 TE A5 35 # al ok AR Ak
certificate_unknown 46 A HE A5 45 1R
illegal_parameter 47 o JEIE S
unknown_ca 48 o HRAE A5 A W] {5
access_denied 49 E= gl .26 75 [7)
decode_error 50 Hay MEPSN R TERYLe
decrypt_error 51 T B i 2 R K
protocol_version 70 oy A AN IE il
insufficient_security 71 B | BetAR
internal_error 80 o AL iR
user_canceled 90 et JH P BUHHAE
unsupported_site2site 200 = iy RNEH site2site
no_area 201 WA R
unsupported_areatype 202 AN SCFEM PR s 2
bad_ibeparam 203 oy P B — A TER ibe AFESHL
unsupported_ibcparam 204 Bdw A IHE ibe A IBHOPE LHIFE L
identity_need 205 o B /DX 7 1) ibe BRIA

Xb T AT W i H 2RO 0 B R L Sk R LA AT DR E R A L 0 2R R A A B Y B
I AW K G 5 PATE A B e DR P AS ORI 4% 5 T R B — A 00 A I L FR N T LA AT R E
Je 1 BOA A0SR AW DA S B Y I ) R RS R O P SE R e DG P AR UG

11
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6.4.3 EFHIUEE

BFH R AT i
22 hello 14 8K P i %5 i 214, 28 Ha B ATL AR . D 2 15 23 7h 35
B B S PR TR
4k Ek IBC {5 B F T3 uExs Jr s
ol T 3 2 B R S e 1 B ML A
il SRR R AR S8
B UE XU SR — B AR T AR A SR A oS R

BFIRNT &P &R G hello 114 8 45 Mk 55 ity » I 55 3t 17 9] 7 iz 45 i hello 315 8., 45 0 7 A=
— A EATAS R IE LW 2. & P hello FIR 55 3 hello 176 % 1 it A1 IR 55 i 1547 56 T RSAECC
8¢ IBC A %5 B 5 1 U S o DA R 2 2 AR i e ) AL G P U RUAS L iR bR IR I S A B kO B A
FAE e BEHLEL

FE% ity hello FAR 55 3 hello 14 B 2 J5 /& B 0y 30 UE 1 25 1 2 e ad A . A0 38 IR 55 it iE 5 L IR 55 i 2%
BRSSP e A4S & P i 2 B A 4

TE R 55 i & 3% 56 hello W8 205 - 808 &% H O MUE B B . IR 55 ot 2% 40 S e T8 B . W0 5% e 55 o 75
LI UE 7 i (4 B 40y D) 1) 2 7 i 26 E B g R TR . ARG K25 IR S5 i hello 58 T B - 2R hello 74
BB E 250 IS5 i SRR R 7 it A AR TR 8 . WS R 55 0 e 26 T — N UE B SR I i 4 TR
Bl — N UEAE R . SR E & i k3% 2 S BT S T B N A IR T % 7 i hello I BRI 55 3 hello 7
SRR B A AL . AR P &k T IR B I8 A4t B R 1 — A BT 2 44 T IE S 3 E
S R 55 ity 560 I 7 i 1) B A

T35 7% 7 bt 2 1% A A A8 T U2 AR % P it BV P I T R G B R A s Ot &k 4R T4
W R o IR S5 i D) [ i 8 A AN A AR TR S o R R B A i B A L O R R IR A R R . 2k
18 T2 BEAE S IR 55 it % P i ) D R 00 2 4 A

EFHERENE 1 iR,

& i 1R 55 ¥
ClientHello  ———- >~

ServerHello
Certificate
ServerKeyExchange *

CertificateRequest *

L ServerHelloDone
Certificate *
ClientKeyExchange
CertificateVerify
[ ChangeCipherSpec |
Finished - >
[ ChangeCipherSpec |
< Finished
Application Data <l > Application Data
i
* R EERE T BRSO R R E ARG KL,
LA )E THIRTHIGHE .

1 EFHERE

AN 2R P S A0 I 55 S ok E B 2 BT B . N EERT P R E 2SR K i AR & i hello
12
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TR IF HAl -2 A 23 AR R . R IR 55 g A DG C R 2 005 A7 78 5 IR 55 i D)2 P AR 7 ) 2 IR 2 4 32
B R ik — A HA AR 25 AR IR 55 i hello W5 R . K5 28 7 i F1IIR 55 0 4% B 6 326 2 Bt B A 78 B
HEAE TN R . R T g e IS5 o A28 7 s 1] DAJT 46 B0ds 22 Al . SR IR 55 o 0
D HE A 22 5 B 3R o B 55 3 4 A I — T B 2 TR AR IR AT — A S8 B R T ad 72
SR E AR T H B R AR 2 PR,
B i e 55 it
ClientHello >

ServerHello

[ChangeCipherSpec |

< Finished
[ ChangeCipherSpec |
Finished — —— >
Application Data < > Application Data

B2 ERAMNEFHRERE

6.4.4 1EFHiL

BT BCRTEIC R Z ML Z BRI T TR L 2S5 12T U0 I B i i 5% 2 b ilUf& i
12T B 45 E LT
struct {

HandshakeType msg_type;

uint24 length;

select (msg_type) {

case client_hello: ClientHello;
case server_hello: ServerHello;
case certificate: Certificate;
case server_key_exchange: ServerKeyExchange;
case certificate_request: CertificateRequest;
case server_hello_done: ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_key_exchange: ClientKeyExchange;
case finished: Finished;
} body;
} Handshake;
B FIH B 2R L F .

enum ¢
client_hello(1), server_hello(2),
certificate(11), server_key_exchange (12),
certificate_request(13), server_hello_done(14),
certificate_verify(15), client_key_exchange(16),
finished(20), (255)

} HandshakeType;

352 T D L L 0 B T 3% 7 2 5 BB SR . R B 0 R T
DAB Wy 2 W

6.4.4.1 Hello g &

# Fom Hello JH EHUR 55 3 Hello 36 EUH T8 € XUJ5 19 % 2 4% i BE ) - (45 D BURROAS L 230 b il
13
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WAL AE R AL IF EL7 AR IS BEALEC . B TR T AR I . 10 SR S HOR A P B R B AR R
e 246 05 AR ) i A D =5

6.4.4.1.1 Client Hello ;g &

ZIEE % P Hello 158 .

% P Hello 3 BAE 048 T U028 — 4505 8 .

VA 3 P i Hello T4 B 205 » S 15 IR 45 o 01 07 Iz 55 i Hello T4 B .
% ;i Hello 76 8 2584 LN -

struct {

Hr

14

a)

b)

c)

d

ProtocolVersion client_version;

Random random;

SessionlID session_id;

CipherSuite cipher_suites<2..2°16 —1> ;

CompressionMethod compression_methods<1..2°8 —1> ;
} ClientHello;

client_version:

B IR A 23 TR PR SURRAS . FEAARE D BRSO A S 1, Hoe W, 6.3.2.1,
random ;

% s 77 AR ) R AILAR B HC DA B 45 I A N B ALK, S5 SCInTE

struct {

uint32 gmt_unix_time;

opaque random_bytes[ 28];

} Random;

gmt_unix_time bR UNIX 32 {37 4 235 19 S 2% 35 I s FLAR D DS MR gl I 8] (9 1970 4F
L1 H g3 2 i a) f £,

random_bytes b 28 N B FEHLEN .

session_id:

% 7 A i e R A 2 s AR SO

opaque SessionlD<0..32>

session_id s — ]S F B, HE R IR 55 otk g o QSR A T T R 2 TR AR IR B S PR R
SRR F BN A MR IR % P A S Z s . XSS bR IR AT R 2 HT Y % HE bR
P G A AR P, SO A T 2 RS B AR I . 2T bR AR AR WU L — L PR 450 3] o e I )
o B0 3> 23 0 A G 19 3 4 0 B B A B IR OC I . — > S U R R SR G AL R DU g RO DG 1 i
0 107 B iR o DG AT

cipher_suites:

B St JIT SR I B R S A 3R L 2 P i L A% R B A A8 4G S GO R 51 L A S R i
AR E R AL, R SIEAR I BN N 2 AR B 2 DA o T & ﬁﬁﬁﬁﬁﬁ
B,

B E LT

uint8 CipherSuite[ 2 ];

BABEMEIEE - DS E S, DR EE M I REA L., R mGTEHENE
PE5) e b BEBE— AN 5 Z DL ) 25 55 22 1 SR A T DG JC 19 25 05 28 0, 7GR 4R T 2% T4 4%
4 B, handshake_failure 3f H &[4 1% 32 .
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APRME SR B R R A R I 2 PR .
x2 THEHIE

o5 %o A
1 ECDHE_SM1_SM3 {0xe0,0x01}
2 ECC_SM1_SM3 {0xe0,0x03}
3 IBSDH_SM1_SM3 {0xe0,0x05}
4 IBC_SM1_SM3 {0xe0,0x07}
5 RSA_SM1_SM3 {0xe0,0x09}
6 RSA_SM1_SHAI1 {0xe0,0x0a}
7 ECDHE_SM4_SM3 {0xe0,0x11}
8 ECC_SM4_SM3 {0xe0,0x13}
9 IBSDH_SM4_SM3 {0xe0,0x15}
10 IBC_SM4_SM3 {0xe0,0x17}
11 RSA_SM4_SM3 {0xe0,0x19}
12 RSA_SM4_SHA1 {0xe0,0x1a}

TEARARE RS2 ECC #il ECDHE 98 3y SM2; 523 IBC Fil IBSDH 98 32 SM9; RSA &1y
1 FH R A A R 8 3 i 45 R R A SR T T M R

e)

compression_methods:

B P i T SRR Y T A0 SR 40 3 L 2 P i 7 4 R A48 B A T A 06 2 U HE B L AR S 4 e e 1Y
s 445 5 1 oy HEE L

SESCATE

enum { null(0), (255) } CompressionMethod;

e 55 i P A2 T 48 S ) R P e — N S Z DRI I 4 vk . B SR T A s e g L X
R 7 o P11 55 it Ak RE IR R HE — B0 R 4 B

6.4.4.1.2 Server Hello & &

=

~

3

W2 iz 55 3 Hello 19 &

AR aE M E P Hello 71 8 A $% 21) DT BC %) 25 05 22 148, iR 55 i & 36 X AN T8 JBAE i xF & 7 o Hello 71
BERE , A 2 VUL B9 2505 1 AR 55w ks M1 handshake failure #2578 & .
Ik % i Hello JH B 451 LT .

.

a)

struct {
ProtocolVersion server_version;
Random random;
SessionlD session_id;
CipherSuite cipher_suite;
CompressionMethod compression_method;
} ServerHello;

server_version:
% T B RN R 55 Vi SRR PR BURAS . AR HERI IRAS S & 1.1,
15
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b)

c)

d

e)

6.4.4.2

random ;

iz 55 i 7 A= 1) FEATLER o

session_id:

iz 55 i 090 25 35 A R 2R 25 P o Hello 8 B P B9 23 55 BR AR AN g 25 HL IR 55 i A7 72 VE IE 19 2%
AR DR 55 o 5 55 32 bR PR 7 1Y) 25 8 SR 4 L O 108 IR 55 o Hello 9 B Aol |
5% 7 Ui — BN 23 AR TR A AR 55 B 7 A — AR R 2 T AR TR TR T — SRR 23
cipher_suite:

Iz 55 i A% P o Hello 18 B e R — AN BB B4R % 3 8 B9 2308 A 7 Bofr e ] 25 0%
) B RSB

compression_method:

12 55 s %5 7 it Hello 1 8L H B BBCRY — > R 4 5125, 0 T 0 1 23 0 o A 57 BOAF il o Y 25 i il
FH B R 48 550

Server Certificate ;& &

M B IR 55 S E A B

I 55 S o 20 3k — AR 55 i E A5 9 B 48 % 7 o T R B R BRI AE I 55 i Hello 1B Z 5. ik
g S E R RSA 5 ECC 5 ECDHE %ﬁ&ﬁﬁ,zli‘/ﬁ%ﬂ’ﬂWﬁﬁﬂﬁ%%ﬂ@é%ﬂ%%ﬂﬁﬂ%ﬁ% E|
e ) IS S R IBC = IBSDH S35 i A B 59 A 28 0 I 55 S bR iR A IBC A LS80 0 T % 7 i
53R 55 i D 7 IBC A S50

HEAIA% R X.509 v3L 2R ALAZRBE IS ] T C &0 € i B A s vk . AR 5k 7%
BIZERI G AR AN ER 3 T .

®3 ERTHBEESIERZEALBXER

TSR UE 5% 2w
RSA RSA 28 0 2508 025 3E 5 o 19 A 41
IBC IR 45 3 AR IR AT IBC 43 H: 2%k
IBSDH ik 55 s bR IR IBC 2 358
ECC ECC 2341 , wh 2004 F Jin 2 3 5 vp (14 2 45
ECDHE ECC 2281 w0 250 FH 28 3k 45 H 19 2 41
PR IE B AT .
opaque ASN.1Cert<1..2°24-1> ;
struct {
ASN.1Cert certificate<0..2°24-1> ; } Certificate;
certificate

MR 55 4 UE A5 < 25 4% E B AR R IS IE B AR .
IBC #ril S AN LS B4y .

16

opaque ASN.1IBCParam<1..2°24-1> ;
struct {
opaque ibc_id<1..2°16-1> ;
ASN.1IBCParam ibc_parameter;
} Certificate;
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E

a) ibc_id
I 55 %t B P2
b) ibc_parameter

IBC A LS %3075 ASN.1 %ifd
6.4.4.3 Server Key Exchange i§ &

AT R IR 55 i A AC B B . ATH BRI AR B T P a5 A 48 FAT I T .
ik 55 i %% B A 4 TH L 45 A LR
enum { ECDHE,ECC,IBSDH,IBC,RSA} KeyExchangeAlgorithm;
struct {
select (KeyExchangeAlgorithm) {
case ECDHE;
ServerECDHEParams params;
digitally—signed struct {
opaque client_random[ 32 ];
opaque server_random[32];
ServerECDHEParams params;
} signed_params;
case ECC.
digitally—signed struct {
opaque client_random[32];
opaque server_random[32];
opaque ASN.1Cert<1..2°24—1> ;
} signed_params;
case IBSDH ;
ServerIBSDHParams params;
digitally—signed struct {
opaque client_random[ 32];
opaque server_random[ 32 ];
ServerIBSDHParams params;
} signed_params;
case IBC.
ServerIBCParams params;
digitally—signed struct {
opaque client_random[32];
opaque server_random[327;
ServerIBCParams params;
opaque IBCEncryptionKey[ 10247 ;
} signed_params;
case RSA;
digitally—signed struct {
opaque client_random[ 32 ];
opaque server_random[ 32 ];
opaque ASN.1Cert<1..2°24—1> ;

} signed_params;

17
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H

} ServerKeyExchange;

a)

b)

c)

d

e)

ServerECDHEParams:

B 55 i 1) %5 BH 32 40 S8, 2l SM2 S5k ), S8 B 1 2 5L GMY/T 0009, e Hb i 55 i 19 23 %
AT BEAS 2 P v L 42 DR 55 it 114 o %85 0E A5 R AR B

struct {

ECParameters curve_params;

ECPoint public;
} ServerECDHParams;
TR SM2 Bk 5 — D EUR I
ServerIBSDHParams:
il F IBSDH F53k i i 55 31 14 285 4SS e S8 B S i S 8 XS I SMY %
Server]IBCParams:
it F TBC S, JIR 55 3if ) 26 BH A e S 80 B B S i S 8o U2 I SM9 Bk,
IBCEncryptionKey:
it F TBC B3, IR 55 3w OO 0 285 2 41 K BE S 1024 775
signed_params:
P12 #7708y ECDHEIBSDH A1 IBC i signed_params J2 il 55 3 X XU Fifi HIL A AR 55
i S A S BN A 4 s YIS o ECC Ml RSA B}, signed_params 2 il 45 3 X X5
BE AL R 55 i o 22 0k 43 1) 25 44

6.4.4.4 Certificate Request i§ B

H

AT BN IE BRI B .

U 2R A 55 S SR AN UE 2 7 I WU 07 A 32 T R, R P i ik A 2 BE D
A B BB A IR 5 2 PSS B 2R

TE BRI R R S5 H E AT -

struct {

ClientCertificate Type certificate_types<1..2°8-1> ;
DistinguishedName certificate_authorities<0..2°16-1> ;

} CertificateRequest;

a)

b)

certificate_types:

BORZ P A R UE B 2R AL 4 3R

enum {

rsa_sign(1), ecdsa_sign(64), ibc_params(80),(255)

} ClientCertificateType;

certificate_authorities:

W ClientCertificate Type & ibc_params, 48 7 B i N 2 2 IBC %5 47 45 v .0 W[5 (F 38 42 %)
F. EHMRIR S AE R CA BIIEF DN 53  4F M CA 8% — 4 CA i DN,

SESCINT

opaque DistinguishedName<1..2°16-1> ;

6.4.4.5 Server Hello Done & &

A AR %5 i hello 52 T &, .

18
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FoR 1R T FE Y hello BB BGE M. A& 6 58 208 5 R 55 01 23 S8 15 25 7 I 14 T 1, 7 5,

% 7 v 22 WCB M 55 i 1) hello 58 W B 22 IS o I 39 31 IR 55 o UE 45 02 75 A7 280, 1 A6 39 il 55 i 1Y hello
HESHESTUEZ., WRTUEZ.ZPmdsEF R, &0 %% — Handshake failure iy
.

Iz 55 3 hello 58 W IH B 458 QT -

struct { } ServerHelloDone;
6.4.4.6 Client Certificate & &

AT B B R A T R o A0 SRR 55 S 3 R P Sl S L % P v R S R AT B

4 PR R A V] IBC 5 IBSDH 5k i B il B N A % P b iR A IBC A LS HG T
% i 5 AR 55 s b RS IBC AT S8

& kI S S5 R[] 6.4.4.2 %E SLAYSEH

6.4.4.7 Client Key Exchange ;& 2

AT B R % 7 v A A H TH L
N R 55 i 3 oK 2 7 s e A AR T L BB T P g UE B R 25 AT B & i B IR 55
Ui hello 58 WK B 5 i &% 5 — 250 .
U SR% PI 5SSl RSA B3k (ECC Bk A IBC B33, AR 1 B v 4 2 8 32 285 9 1% 3 %5 91
% 5 v 7 A R IR S5 i B 0 285 2 SRR AT N o 25 IR 55 s WAL I 0 4 S 4 T2 B S R AR I 1 FA B 2
T RO R I 2 A B9 WA SC . an it 1BC 5k, & 7 s A1 I 3R IO IR 55 3 b AR A0 IBC A JF 244,
PSS S A . IR RSA Bk A WUE A PKCS# 1 RUA 1.5 % RSA % 5 1Y %5 SCHE A7 4. An
R s Al ] ECDHE 55 1k 5 IBSDH 58 325, A8 B rb A & 1F 550 100 3 95 9 19 %% 1 i 25 41 A 46
P i B B A D AR AN
struct {
select (KeyExchangeAlgorithm) ¢
case ECDHE;
Opaque ClientECDHEParams<1..2°16-1> ;
case IBSDH .
Opaque ClientIBSDHParams<1..2°16-1> ;
case ECC.
opaque ECCEncryptedPreMasterSecret<0..2°16-1> ;
case IBC;
opaque IBCEncryptedPreMasterSecret<0..2°16-1> ;
case RSA
opaque RSAEncryptedPreMasterSecret<0..2°16-1> ;
} exchange_keys;
} ClientKeyExchange;
Hrps
a) ClientECDHEParams:
fii[] ECDHE B B, SR % 7 o A iR 45 . %% 7 i 1) 25 B 28 40 2 80, 4 481 SM2 B i, 22
Hel S H0 GM/T 0009,
HAH T
struct {
19
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ECParameters curve_params;
ECPoint public;
} ClientECDHParams;
WA SM2 Bk 5 — D SRR .
b) ClientIBSDHParams:
fd 1] IBSDH 53 B 2 7 i 14 %% 41 258 ¥ S48
c¢) ECCEncryptedPreMasterSecret:
fd I ECC fin %5 581 1F F A 55 3 425 2 93 o o 0 90 3 %% 4
d) IBCEncryptedPreMasterSecret:
it I IBC fin 2% 58 12 i R 55 o o 42 2 S 4 1 990 2 %% 4
e) RSAEncryptedPreMasterSecret
0T RSA i e 5 v ik JH IR 55 3 o 26 2 3 Jon 2 140 900 32 %% 01
il % P B 25 R A
struct {
ProtocolVersion client_version;
opaque random[ 46 |;
} PreMasterSecret;
Hrr
1) client_version;
3 T SRR A 5o IR 55 i B A A X M A B P o Hello V4 8L A i & 2% 19 {1 AH
VEEL

2) random:
46 FT A BEPLEL .
6.4.4.8 Certificate Verify ;& &

A B IE BRI TH R .

B TR % i A5 N UE B A R A #F . A Client Certificate 1 & & 26 I A4 % 2% 11 TH
BB TR P mEH S e 25,

TEA R 50 S EE S5 I

struct {

Signature signature;
} CertificateVerify;

Hrp,
Signature FUZEFITIT .

enum { rsa_shal,rsa_sm3,
ecc_sm3,
ibs_sm3 } SignatureAlgorithm;
struct {
select (SignatureAlgorithm)
{
case rsa_shal:
digitally—signed struct {
opaque shal_hash[20];
Vs
case rsa_sm3;:

20
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digitally—signed struct {
opaque sm3_hash[32];
}s
case ecc_sm3:// ECC i SM2 & E:m), X MNEMH:,
digitally—signed struct {

opaque sm3_hash[327];
}s
case ibs_sm3:
digitally—signed struct {
opaque sm3_hash[32];
}s
}

} Signature;

sm3_hash I shal_hash J&4§ hash 28 B 245 R 2 B A2 A % 5 i Hello 3 5 JF 46 B 31401
BN IE R HEAE BO W T A 592 FA 01 B On & iE B2 a7E & 24 1184 i 5548 T B i 2 il
LN

M SM2 Bk s A Bl % P s i 444 % 9] 0L GMY/T 0009 Fit GM/T 0010,

6.4.4.9 Finished ;& &2

AW E AR TAE R .

iz 55 i F0 25 7 9 4% 1 7R 85 B RUAR 742 B9 L 22 05 AR AR T L T 6 T 3 1 A i ok AR R A5 ) L ARG
4R Tl By s Bk,

AT B AR T3 B U b B A A AR

A BN ARG B T BN A IER . — B Jr Rk TR T AR R O BRI R 7y
(A48 T 45 oI S I 3 S A 5 s e T DA 2% R R AT R e A

P& T-45 O BB S5 an T

struct {
opaque verify_data[ 127];
} Finished;

Hrp.
verify_data B¢ 35 504 2 80 7 A r i r
PRF (master_secret, finished_label, SM3(handshake_messages)) [0..11],

FKrA

a) finished_label.
X H B i A T 4 T B PR 2 A H “ client finished” . IR 55 0 » 1% AR 5 JE FAF
i “server finished”,

b) handshake_messages:
8 B % i Hello 16 5T 46 B2 AT B 1k O L 45 A TH 298 65 KRS 28 S09H 2D I ir 1 5 42
FA IR AL 1R T8 B 8 B A i sl

6.5 ZFEHITE
6.5.1 EZ4HITE

S 48 L R B9 P S B DUEC W5 5B L 9 B4 6 25 PRE HHSEE AL,
HET T

21
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master_secret = PRF(pre_master_secret, "master secret",
ClientHello.random + ServerHello.random) [0..47]

6.5.2 TIEEH

AR 2B G A A 0 % B R 4 A R AR A R T B AR SRE TRE . B VK T am B AL
B MR 55 v BE LA B AT R & PRF TSR B,
HEINEWT
key_block = PRF(SecurityParameters.master_secret, "key expansion",
SecurityParameters.server_random —+ SecurityParameters.client_random) ;
BN A BT R A SRS R 43 A B PR )
client_write_ MAC_secret] SecurityParameters.hash_size ]
server_write_ MAC_secret[ SecurityParameters.hash_size |
client_write_key[ SecurityParameters.key_material_length ]

server_write_key[ SecurityParameters.key_material_length |
6.6 3% 2 M3 il
6.6.1 #Iik

P 5 21 o S RIS E SC T SSL VPN 22 [ia) 57 19 5 3] 19 5 1) A% i )2 B 3, 0 TP B dle i SC itk AT 22 e A%
i st R P ) i SO 2 CRL A 2 T 40 355 B 41 300 o DA R 42 Tl 41 SC 52 4 5 e R R0 4l SC B e #E . KA
SR ¥ 5 BRI S J2 DR U D TR T2 1R R A3 P 130 48 T B BSCAE [ — J2 UK fi 80 AR g P UK 7Y
TR 6.3.2. 1, I SCE W 5 PRI 2 FI A9 3% HOIR S 2T HEAT A% R R A

6.6.2 TR

) 5 381 19 O DI TS0 455 P e I A8 S A A e SCRABUIE I S . S AT
enum { command(0) , data(l) ,(255)} Site2SiteContentType;
struct {
Site2SiteContentType siteZsitecontenttype;
uintl6 length;
select (siteZ2sitecontenttype) {
case command: Site2SiteCmd;
case data: Site2SiteData;
} Site2Sitefragment;
} Site2Site;
;H;EFI H
a) Site2SiteContentType:
P 5 381 o 5C 28k iy B4k 2 1Y L 0 Sl e SC . 1 S B s S
b) length:
R O 281 D) O 28k g 14 4 B s AN 976 IS AR Sl R
c) Site2SiteCmd:
) 5 3] O S 42 o i S 8 SCT AR PPTERAR B S S, AR
enum { cmd_area(0),(255)} CmdType;
struct {
CmdType cmdtype;
select (cmdtype) {
22
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case cmd_area:
Arealist arealist<0.. 2°14> ;

}CmdFragment;
} Site2SiteCmd;

Hr.

Areal.ist:

SSL VPN R4 5 o 6045 00 2% J2 P47 SR A% B 2 OR3P 8 0 288 J2 A 4 el ml LIR30 451 o0 4
i o 24 i 1l 0 X W A 7 3R R . S SR

enum {subnet_ipv4(0),subnet_ipv6(1),range_ipv4(2),range_ipv6(3),(255)} AreaType;

e b J2 O 47 3ol A2 i 2 W ORI A% i T2 1 R i o A% J2 0 11 o0 0 ARRAT B3 1 (TCP/UDP) 8
fEEEAACMP) . & X

struct {

uint8 Protocol;

uintl6 port;
} TlArea;

struct {

AreaType areatype;

select (areatype) {

case subnet_ipv4: ipv4_addr_subnet;

case subnet_ipv6: ipv6_addr_subnet;

case range_ipv4 :ipvd_addr_range;

case range_ipv6:ipv6_addr_range;

I NIAreaFragment;
TIArea TIlAreaFragment;}Arealist;

Horpr

TlArea:

1 4 R R4 388

ipv4_addr_subnet;

FoR ipva WML . AN 32 A7 AMEZH AL 5 — MR R T R TP sk, 55 A
FOR TP LGRS . D928 HE A Y LR 1 3R % TP ik o X 107 A7 2 [0 2 18 L
F O 7R X WAV S 1 C A

ipvd_addr_range:

R ipva W HLHEE . i PN 32 057 AY (ELZH R BF — B 3R s ik S R A9 B s kL 28
B 2 7 itk i R 25 A Ml o 9 7 K BG4S Mk DX R T AT TP Hb ok FR A A R B T M
HEREZA.

ipv6_addr_subnet;

FR ipv6 M MIMAE . B —A 128 FLF—A 8 LAY MM . 28— M E R IR ipve 1 W
HE S H ZANME R R T RO hE R T ZR R . K BE SRR 128 52 1Y 9 H ki Y A T A Ok [
EAH N B 5 A D A

ipv6_addr_range:

FoR ipv6 MHLEEE . A 128 47 i (E 2 A . 57— > 1 22 7R b ik Y Bl Y RS 4 b bk 2R
TAME RS M HEE B A S R L . PR TEIX A bk DX ] BT A TP Mk ER B IR T %
HhEYE R Z N

d) Site2SiteData:

23
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o 5 1) o 5 B4l 41 S P98 DG B SE B TP 4R S
6.6.3 #EHMXLZHITE

P ) 42 SC A S e a5 e IROOUTT AT AT — J7 R Ll R X T H G BT R B R 450 R R 4R SCHE
A2 T bS58 B e AT AT i [ AR T L 3% A P 48 T D B30 R A 9 22 R S LR A

T 19 5 3 100 5K 1) B8 A S A% A 3k 5 v o R A BT ) A2 3 P ) 2 41 S K Ml 120 R Y
AR DL 6.4.3,

6.6.4 HHEMTH NI

SSL VPN [ 3¢ 2 [H] il ik #8 T~ Bir iSO 7 SSL & 45, P 1% 3% 2 5 A 3t FOXE o 14 O B R A7 48 0
N B TP 42 SCT 255 008 S FAS # PR3P SOAE AT D IRE o A 3t R0 Sy (g 477 Sl AT LA 3l o 2 o i SRR B, o T
LA TR

6.6.4.1 HuhR L AbIE

A Hu PRAP N B9 TP 4 SCHEsE i SSL VPN #% % ihf . SSL VPN AR Ji i 4l SCHY H /9 TP Mkt R TP 3y
1k 254 S A IR VT I A X S P 7 8 B AR i 37 38 0 ORI 9 A % SSLL i 4 . SRR A TP R SCHE
ISR IZ U N AR EPR A E IR E 2 bl il R 2 AL 36 B A UL 6.3.2. W R B AR
P A 200 2 D) fh 25 7 ) 0 T 3 I A e 0 D e TR L 6.4 3 P S ST A T AR L Y 4
T R A PN B AR L B0 O A S AR AR AR 22 4 SR 25 TR AR SO R AT LA AL B

6.6.4.2 AN

Xk A ) R A0 1 SCHEA T A o R A I i A L SRR TR A i TP 4R S, B OSEARYE H g 1P kb
IR TP i ik 45 45 S A 0 D I 9 AR b O 377 3 B i P 37 S o 4G £ Mk SSL B 45 1 985 K R 2 17— 2L
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