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6.1 CertificationRequestInfo ZEAA «+eeve e eernnssentetuutiiniitii it e e

(@a]

6.2 CertificationRequest 454

A3 1 5 L TR oo
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ARSI GB/T 1.1—20204 A5 Ak T 48 5

55 1 AR GE b A SO 18 235 4 R RS R ) ) ) R
T TE AR SCIF R RS AT BE Y S L M) AR SO B R A HLA A AR AR 3 e R AT
AR i AT AR ML BAR ZR Bl fR IR IA H

AR SO B B AE U 2 2SR AR AT BROS 7] A% ZR B B A BR 2 7] LI st B R B A
EPIEYSE NN L% N EAE NP

(GBS ERS:
FEE AR SRR LR,

R A) KA RIETCAR BEOR B A BR 2 5]l AF R R &) A 3i A5 B By A BRA
£t

BAEOARA IR A AL 0B R R A R W
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51

|11

AR SO N 2R 2 EAIE A5 35 2R I 5 LT (RFC2986 PKCS # 10) , i 8 38 [ AH G 4% A B 56 FOML Y 245 &
e [ S o IO FH 5 3R B ™ il A2 7 ) R B SEBR 22 5 L 2 ST R T SM2 B33k B AIE A H I RIIE P HIE AF BT K
e 30 S TS HOE (5 AT R M RIE 5 e A 5

UEAS I U HE (R B VBT 2 4 B A IR B A R R BT A S AR . o IR R
PR fR R AL AE AT X 8 B AR B IR AR R — Tk Jm gk .

TEAS H I AR BE B AENL Z )5 IEAS N UE AU 4 3% B3 e 5 o BT e
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EF SM2 EERIER HiBIEENE

1 SEHE

ARSCPERE SCT i SM2 4545 50k HE 5 R T IS HE (5 S AT R A ARIE 5 i A% 5
A SO TR UE A DA UE FR e B AT A KU A N B e AT SM2 5 B B TR SR AT IE S HI HR A
I XoF TIE A5 H 3 T 1 0 bR A B

2 HEMESIAXH

A SO H R P S sk S B R 5 | A AR SO AR AT A AR, Hirp i B 51 SC
P A% BT R A AR AS IS T A SO s AN H T 51 SO 5 ioAs CRL 48 B A7 1 48 el 20 36 T T
AR

GB/T 315032015 fFELZEHEA HFICRME S %2 HE L HE

GB/T 32905 5B 4H AR  SM3 Bh 4 ke sk

GB/T 33560—2017 {5 B LA %N HRHRAE

GB/T 35275—2017 {5 E%AHA  SM2 %A 5 N8 2 4 1 B i M3

GB/T 35276—2017 fRE&aHiAR SM2 %655 P

GM/Z 4001 A E

3 REBEMEX

GM/Z 4001 FL5E 1Y LA LT H0 R E F5E Sk ] 34 30
3.1

IEH certificate

1 G AT 1Y B BB AT AE PR RN IE PR A 5 =05 TR 5 A UE MUY #E 4T 5007 45 44 1 — A TS B 4L
FAL AT
3.2

%4 signature

Hi GB/T 32905 5 SCHY—FP B . 1 — 0 FH R o o o 285 i 3k ARV B s 58 ™ A w9 i, R 52
R L S S /B A A R
3.3

B attributes

HY X 52 1Y Ja8 Pk R — S O 8 PR (B 2 B AR

4 GEERIE
3 S T AR SO

ASN.1. #1415 4510 (Abstract Syntax Notation One)
BER : 3 7 4 5 38 W] (Basic Encoding Rule)
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CA EHIIENLH (Certificate Authority)
DER: %} ASN.1 A9 ME— 4 5% 30 ] (Distinguished Encoding Rules) ,DER J& BER f)—/ T4 .
OID: % 4 AR 45 (Object Identity)

5 OID EX

LN 3 AKX 4 certificationRequestInfo, certificationRequest, challengePassword 19 1 1R £F i3k
TTEN,HEWLEIL,

x 1 NEFRIAKF

X4 kR IRAF OID X G AR IR A E L

1.2.156.10197.6.1.4.1.10

BET SM2 Bk W UE A4S W IR L

1.2.156.10197.6.1.4.1.10.1

TEE:FJEFllﬁ{ﬂ o)

2R certificationRequestInfo

1.2.156.10197.6.1.4.1.10.2

iE 45 B i 25 B certificationRequest

1.2.156.10197.6.1.4.1.10.3

Pk ik 114289 challengePassword

6 IEEHIBIEE
6.1 CertificationRequestInfo £ #j

IEPBHIFEEB NS ASN.1 f25 8 CertificationRequestInfo: (F T 31 H #K4 ASN. 1, 58 #&
ASN.1 % AERE % A A7)

CertificationRequestInfo :: = SEQUENCE {
INTEGER {v1(0)},

Name,

version
subject
subjectPKInfo SubjectPublicKeyInfo,
attributes [0] Attributes{{ CRIAttributes }}

}

Hrp,

Attributes { ATTRIBUTE:IOSet } ::= SET OF Attribute{{ 10Set }}
Attribute { ATTRIBUTE:IOSet } ::= SEQUENCE ({
type ATTRIBUTE. &.id({10Set}) ,

values SET SIZE(1..MAX) OF ATTRIBUTE. & Type({IOSet}{@type})

)

CertificationRequestInfo &

T IR 2.

& 2 CertificationRequestInfo % #E 35 &

FER &K Hdlm e G
version INTEGER HIE WA S
subject Name WEA B3 44 B
subjectPublicKeyInfo SubjectPublicKeyInfo FIRB A HME R, HBIE R4 GB/T 35275—2017 #y 13.2
attributes Attributes ESINOE/N IR

2
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6.2 CertificationRequest 5 #4

WE A B35 45 & ASNL1 2% CertificationRequest: (T IS H 3 4> ASN.1, 52 % ) ASN.1 &

SCHE B S A AT
CertificationRequest .. = SEQUENCE ¢
certificationRequestInfo CertificationRequestInfo,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING
}
Hrp,

AlgorithmIdentifier:: = SEQUENCE /{
Algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL

}
X B AlgorithmlIdentifier FSEHRIHZE 4 803, Hodh OBJECT IDENTIFIER #5 iR B {4 1y 24 3% , /]

TES U 28 58 MO8 T T AR TR LG . AR SO iy 4 42 B B T SM2 L RN SM3 VL %544, T
Z¥, H OID #% GB/T 33560—2017,
CertificationRequest ZE R 4H jili WL 38 3.

N

% 3 CertificationRequest % #E &

FBRAR (VG P
certificateRequestInfo CertificateRequestInfo B g B AL E R
signatureAlgorithm SignatureAlgorithm TR A AL RHIE P B (S S S 4 YA

FR AR UE AT I — R AR AR A TN A iU 5 B T AR AR Z S . EUE T BRI X R
I E BT 4 &R T B 1k AR AT A AT UE T B g . A A LR P D TR

a) CertificationRequestInfo 194 B3 8% DER 4mf , ;=4 35 &

b)) A5 TE A g IR R IR 2 S B BRSO A - R B R4

7 ERHREFERNTREM

ChallengePassword JEPERRIHE & 1 — 4> 14 X 04, 0] LUEATIE A5 o il B8 IE BRI .
Pl 114 Ja e A M — ) SR PR

— APk ER 04 R 45 E ASN.1 2581 HY) ChallengePassword ;

ChallengePassword ::= PrintableString

8 IEHMmRzAE

UE P e Ry 4 < 2 A4 R4S OO B AR AV A e . B AR R - CR A R A
ASN.1, 58 1) ASN.1 & IR 5% A $hAT)
CSRResponse :: =SEQUENCE({

signCertificate CertificateSet,
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encryptedPrivateKey

encryptCertificate

)

CSRResponse ZE R0 1% WL3E 4,

[0] SM2EnvelopedKey OPTIONAL,
[1] CertificateSet OPTIONAL

% 4 CSRResponse £ #EKE

TR

X

signCertificate

CertificateSet

BZAUET . IEBEE WA R A E i GB/T 31503—2015 1
12.2.3

encryptedPrivateKey

SM2EnvelopedKey

SM2 FAG] )% 3. SM2EnvelopedKey #5351l 52 L GB/T 35276—
2017 ¥ 7.4

encryptCertificate

CertificateSet

DA . TS 6 9 4 4 L FURCHE 268 Uk GB/T 315032015 Yy
12.2.3
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M X A
(H3EH)

ASN.1iE %

A B SRAG A SCHE R Y ASNLT 5 R TEIX AR ASNLT 8540 8 LA i .

CSR {iso(1) member-body(2) cn(156) cstc(10197) pkes(6) be(1) sm(4) pkes-10(10) modules (1)
csr(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

- EXPORTS All -

— All types and values defined in this module are exported for use in other ASN.1 modules. IM-
PORTS informationFramework,

authenticationFramework FROM UsefulDefinitions joint-iso-itu-t(2) ds(5) module(1) usefulDef-
initions(0) 3} ATTRIBUTE,

Name FROM InformationFramework informationFramework

ALGORITHM FROM AuthenticationFramework authenticationFramework;

— Certificate requests

CertificationRequestInfo ;.= SEQUENCE ({

version INTEGER {v1(0)},

subject Name,

subjectPKInfo  SubjectPublicKeylInfo,

attributes [0] Attributes{{ CRIAttributes }}

}

SubjectPublicKeyInfo ::= SEQUENCE /¢
Algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING

}

Attributes { ATTRIBUTE.10Set } ::= SET OF Attribute{{ 10Set }}
CRIAttributes ATTRIBUTE ::= { ... - add any locally defined attributes here — }
Attribute { ATTRIBUTE:IOSet } ::= SEQUENCE {

type ATTRIBUTE. &.id({10Set}) ,

values SET SIZE(1..MAX) OF ATTRIBUTE. & Type({IOSet} { @type})
}
CertificationRequest .. = SEQUENCE ¢{
certificationRequestInfoCertificationRequestInfo,
signatureAlgorithm  AlgorithmIdentifier,
signature  BIT STRING
}
AlgorithmIdentifier { ALGORITHM :10Set } ::= SEQUENCE {
algorithm ALGORITHM. &.id({10Set}) ,
parameters ALGORITHM. & Type({IOSet}{@algorithm}) OPTIONAL
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SignatureAlgorithms ALGORITHM ::= { ... — add any locally defined algorithms here - }
ChallengePassword ::= PrintableString
CSRResponse :: =SEQUENCE({
signCertificate CertificateSet,
encryptedPrivateKey[ 0] EncryptedData OPTIONAL,
encryptCertificate [ 1] CertificateSet OPTIONAL
}
END
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(1] GB/T 32918 A# ) (5 EZE2H AR  SM2 #E Hh 28 2% 53k
[2] RFC2985 PKCS #9: Selected Object Classes and Attribute Types Version 2.0
[3] RFC2986 PKCS # 10, Certification Request Syntax Standard Version 1.7
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